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TOPIC ONE (1) INTRODUCTION TO INTERNET BASED PROGRAMMING.

INTERNET BASED PROGRAMMING
Internet

The Internet is a collection of information stored in computers that are networked together internationally. It is literally a network of networks. Physically, the Internet uses a subset of all of the resources of the currently existing public telecommunication networks.

 Technically, what distinguishes the Internet as a cooperative public network is its use of a set of protocols called TCP/IP (Transmission Control Protocol/Internet Protocol). 

How Do I Connect to the Internet?


Computer 

Connection - Phone Line, Cable, DSL, Wireless, ... 

Modem 

Network Software - TCP/IP 

Application Software - Web Browser, Email, ... 

Internet Service Provider (ISP) 

WAYS TO  CONNECT TO INTERNET 

Dial-up access uses a modem and a phone call placed over the public switched telephone network (PSTN) to connect to a pool of modems operated by an ISP.

The modem converts a computer's digital signal into an analog signal that travels over a phone line's local loop until it reaches a telephone company's switching facilities or central office (CO) where it is switched to another phone line that connects to another modem at the remote end of the connection

Cable Internet or cable modem access provides Internet access via Hybrid Fiber Coaxial wiring originally developed to carry television signals. Either fiber-optic or coaxial copper cable may connect a node to a customer's location at a connection known as a cable drop.

Digital Subscriber Line (DSL) service provides a connection to the Internet through the telephone network. Unlike dial-up, DSL can operate using a single phone line without preventing normal use of the telephone line for voice phone calls. DSL uses the high frequencies, while the low (audible) frequencies of the line are left free for regular telephone communication

Wireless Fidelity  (WIFI) Individual homes and businesses often use Wi-Fi to connect laptops and smart phones to the Internet. Wi-Fi Hotspots may be found in coffee shops and various other public establishments. Wi-Fi is used to create campus-wide and city-wide wireless networks Wi-Fi networks are built using one or more wireless routers called Access Points.

WiMAX (Worldwide Interoperability for Microwave Access) is a set of interoperable implementations of the IEEE 802.16 family of wireless-network standards certified by the WiMAX Forum. WiMAX enables "the delivery of last mile wireless broadband access as an alternative to cable and DSL"

Satellites can provide fixed, portable, and mobile Internet access. It is among the most expensive forms of broadband Internet access, but may be the only choice available in remote areas

World Wide Web

The World Wide Web (or WWW) is a subset of the Internet. Technically it is all the resources and users on the Internet that are using the Hypertext Transport Protocol (HTTP).

How the Web Works

Hypertext Transfer Protocol (HTTP) is a fast and efficient communication protocol that controls many different operations that take place between the Web browser client and the server. 

HTTP uses the Transmission Control Protocol (TCP) to transport all of its control and data messages from one computer to another. 

Web pages are typically grouped at a Web site, where the main page is referred to as

the home page. The user navigates by mouse clicking on hyperlinks displayed as text, buttons, or images. These hyperlinks reference other information. When you click a hyperlink, you jump to another part of the same page, a new page at the same Web site, or to another Website. 

You might also execute a program, display a picture, or download a file. All of this hyperlinking is done with Hyper Text Markup Language, which works in concert with HTTP.

To connect with a Web site, you type the Uniform Resource Locator (URL) for the site into the Address field of a Web browser. Here is an example of the URL that retrieves the Microsoft Home Page.

When you type this request, the Web browser first gets the IP address of www.microsoft.com from a Domain Name System (DNS) server, and then connects

with the target server. The server responds to the client and transfers this HTMLcoded

document to your Web browser. Your Web browser then translates and displays the HTML information.
Browser

A browser program enables your computer to extract information from remote computers working on any platform through the WWW. The program on your computer is called WWW client. The WWW program [usually] on another computer that the browser "talks" to is called the server

Technically, a Web browser is a client program that uses the Hypertext Transport Control Protocol (HTTP) to make requests of Web servers throughout the Internet on behalf of the browser user

Web browsers communicate with Web servers primarily using HTTP (Hypertext Transfer Protocol) to fetch Web pages. HTTP allows Web browsers to submit information to Web servers as well as fetch Web pages from them.


Internet Explorer

Windows Internet Explorer (formerly Microsoft Internet Explorer abbreviated as MSIE), commonly abbreviated as IE, is a series of graphical web browsers developed by Microsoft and included as part of the Microsoft Windows line of operating systems starting in 1995. It has been the most widely used web browser since 1999.

3.9.1.1
Features of Internet Explorer

Internet Explorer has been designed to view the broadest range of web pages and to provide certain features within the operating system including Microsoft Update. Some of its features are as follows:

Standard support

Internet Explorer almost fully support HTML, CSS XML implementation techniques.

Usability and Accessibility

Internet Explorer makes use of the accessibility framework provided in Windows. Internet Explorer is also a user interface for FTP. Recent versions feature pop – up blocking and tabbed browsing. 

Cache

Internet Explorer caches visited content in the Temporary Internet Files folder to 

allow quicker access to previously visited pages. 


Security

Internet Explorer uses a zone – based security framework that groups sites based on certain conditions, including whether it is an intranet or internet – based site. Security restrictions are applied on a per – zone basis, all the sites in a zone are subject to the restrictions.

Group Policy

Internet Explorer is fully configurable using Group Policy (feature that provides centralized management and configuration of computers and remote users). Administrators of Windows Server Domains (a logical group of computers running versions of the Microsoft Windows operating system that share a central directory database) can apply and enforce a variety of settings that affect the user interface (such as disabling menu items and individual configuration options), as well as underlying security features such as downloading of files, zone configuration, per – site settings, etc.


Netscape Navigator

Netscape Navigator, also known as Netscape, is a proprietary (proprietary software is a term for computer software with restrictions on use or private modification, or with restrictions judged to be excessive on copying or publishing of modified or unmodified versions) web browser that was popular during the 1990s. It is a “closed – source”, “non – free” web browser.

advantages to using a browser:

Browsers are typically free or very inexpensive. Windows 95/98 and Windows NT include a browser.

Browsers provide an almost universal interface for accessing and displaying information. Everyone uses the same or a similar interface, even people outside your organization and in different countries.

Browsers can connect with any Web server, no matter what operating system or

platform.

Browsers require few system resources and little if any maintenance and system

configuration.

Browsers can easily be updated by downloading the latest version from the Web page of the browser’s developer or vendor.

URL 

A URL (Uniform Resource Locator) (pronounced "you-are-EL" or, in some quarters, "earl") is the address of a file or other resource accessible on the Internet

URL  structure 
protocol://host.domain[:port]/path/file.extension [?optional stuff]

http://www.hellohelpme.com/index.html
http: 
protocol 

//www.
host 

hellohelpme.com 
domain 

/index.html 
the individual document  


the extension html shows that it was coded with html (web documents frequently have the extension html or htm) 

Protocol might be - http, file, gopher, wais, news, telnet, https, ....  

The CASE of URLs may be important! Use only lower case in URLs that you build!  

"optional stuff" - after a ? - is usually search parameters or values for variables. Often used to pass parameters to search engines, databases, or CGI scripts.  

Domains commonly end in:  

.com - commercial entity e.g., www.godiva.com - Godiva Chocolates  

.gov - government e.g., www.loc.gov - the library of congress  

.net - a network e.g., www.psi.net PSInet  

.org - a non-profit organization e.g., www.kennedy-center.org  

.mil - the military e.g., www.army.mil  

Foreign domains end in .ca (Canada), .uk (United kingdom), etc. For example This New Zealand University at www.canterbury.ac.nz - Note the ".nz" for New Zealand  

Some proposed new domains  

.arts - Entertainment, music, culture  

.firm - Businesses  

.info - Information services and providers  

.nom - Personal home pages  

.rec - Recreation  

.store - Online sales  

.web - Web activities  

 HTTP 


The Hypertext Transfer Protocol (HTTP) is the set of rules for exchanging files (text, graphic images, sound, video, and other multimedia files) on the World Wide Web. Relative to the TCP/IP suite of protocols (which are the basis for information exchange on the Internet), HTTP is an application protocol. 


HTTP include the idea that files can contain references to other files whose selection will elicit additional transfer requests. Any Web server contains, in addition to the Web files it can serve,


Your Web browser is an HTTP client, sending requests to servers. When the browser user enters file requests by either "opening" a Web file (typing in a Uniform Resource Locator or URL) or clicking on a hypertext link, the browser builds an HTTP request and sends it to the Internet Protocol address indicated by the URL

Role of web sites in organizations

Advertising

One of the things that highlight the importance of having a website is advertising. A website allows a user to quickly update addresses, phone numbers, products, services, events and any other relevant details. These changes are far less expensive and less time consuming than physically reprinting all sorts of different paper marketing materials. Online advertising on websites also has no limits on size – there can be a huge amount of information included in full detail and color without worrying about added costs of printed materials.

Market Expansion

Having a website allows the market to increase substantially.. There will be no limits on the market that can be reached because of time zones, countries, borders or even languages. Many web browsers will translate websites to the language of the user’s choice at the click of a button. All of this market expansion is possible at a cost much less than other forms of advertising such as print mailers, newspaper ads or television commercials.

Client Expectations

We are living in an ever increasingly digital world. People expect automatic answers to questions and honestly assume that nearly everyone has their own website. In fact, the internet has largely taken over directory assistance, yellow pages or even local phone books for contact information. If your information cannot be found online, it is almost as though you don’t exist. It is also important that a website is fully functional from mobile devices such as smart phones for clients who are constantly on the go.

Legitimacy of the Group or Business

Because so many different groups – both for profit and non-profit groups—and businesses have their own website, those without lack a certain amount of legitimacy. People who are interested in receiving more information may get the wrong impression on the size, scope and professionalism of a group without a website. Websites for all manner of groups, companies and even individuals are so common that potential clients may be more than put off by groups lacking one. These groups may be seen as technologically stymied at best and inferior quality at worst.

24/7 Availability

Most businesses and groups simply cannot run as consistently as a website can. A website can offer information to interested parties 24 hours a day, 7 days a week with no regard to vacation time or even statutory holidays. People often visit websites outside of normal working hours and this may even be the only time that they have available to find out about your organization. Information simply must be available at all times when people live in such a busy world and a website is the most cost effective way to provide an unlimited amount of information at all times.

Client Relations

Part of the importance of having a website is to strengthen client relations. The website itself helps to develop and strengthen relations with current and prospective customers. The website can proactively target marketing efforts to specific people at certain times. It can let customers become familiar with a company’s brand, marketing materials, products, core beliefs, philosophies, history and even employees. It opens up an entirely different venue for communication and dialogue between a group and the people which it serves.

Additional Sales

A website provides a venue for additional sales. Websites can be set up to sell products and accept payments with the help of e-commerce technologies. Even if the group seeking a website is not a physical product, potential clients can research what the group does have to offer and develop more avenues to increase the group’s size and reach.
Whether a website is being sought for a public organization, community or business, it is imperative to establish an online presence as soon as possible. 

TOPIC TWO  (2) WEB PROGRAMMING.
Web programming
Web programming refers to the writing, markup and coding involved in Web development, which includes Web content, Web client and server scripting and network security. The most common languages used for Web programming are XML, HTML, JavaScript, Perl 5 and PHP. Web programming is different from just programming, which requires interdisciplinary knowledge on the application area, client and server scripting, and database technology.

Approaches to Web Programming.

Server-side Programming - Server-side scripting is a technique used in web development which involves employing scripts on a web server which produce a response customized for each user's (client's) request to the website. The alternative is for the web server itself to deliver a static web page. Scripts can be written in any of a number of server-side scripting languages that are available (see below). Server-side scripting is distinguished from client-side scripting where embedded scripts, such as JavaScript, are run client-side in a web browser, but both techniques are often used together.

Server-side scripting is often used to provide a customized interface for the user. These scripts may assemble client characteristics for use in customizing the response based on those characteristics, the user's requirements, access rights, etc. Server-side scripting also enables the website owner to hide the source code that generates the interface, whereas with client-side scripting, the user has access to all the code received by the client. A down-side to the use of server-side scripting is that the client needs to make further requests over the network to the server in order to show new information to the user via the web browser. These requests can slow down the experience for the user, place more load on the server, and prevent use of the application when the user is disconnected from the server.

When the server serves data in a commonly used manner, for example according to the HTTP or FTP protocols, users may have their choice of a number of client programs (most modern web browsers can request and receive data using both of those protocols). In the case of more specialized applications, programmers may write their own server, client, and communications protocol, that can only be used with one another.

Client side Programming - Client-side refers to operations that are performed by the client in a client–server relationship in a computer network. A client is a computer application, such as a web browser, that runs on a user's local computer or workstation and connects to a server as necessary. Operations may be performed client-side because they require access to information or functionality that is available on the client but not on the server, because the user needs to observe them or provide input, or because the server lacks the processing power to perform the operations in a timely manner for all of the clients it serves. Additionally, if operations can be performed by the client, without sending data over the network, they may take less time, use less bandwidth, and incur a lesser security risk.

When the server serves data in a commonly used manner, for example according to the HTTP or FTP protocols, users may have their choice of a number of client server-side operation) and sends it back to the client. The client then analyzes the data (a client-side operation), and, when the analysis is complete, transmits its results back to the server.
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Here are the steps for a dynamic client/server request/response sequence:

1. You enter http://server.com into your browser’s address bar.

2. Your browser looks up the IP address for server.com.

3. Your browser issues a request to that address for the web server’s home page.

4. The request crosses the Internet and arrives at the server.com web server.

5. The web server, having received the request, fetches the home page from its hard disk.

6. With the home page now in memory, the web server notices that it is a file incorporating PHP scripting and passes the page to the PHP interpreter.

7. The PHP interpreter executes the PHP code.

8. Some of the PHP contains MySQL statements, which the PHP interpreter now passes to the MySQL database engine.

9. The MySQL database returns the results of the statements back to the PHP interpreter.
WINS

(Windows Internet Naming Service) WINS Name resolution software from Microsoft that ran in Windows servers at the time networks were being converted to IP. Windows workgroup PCs use NetBIOS names, and prior to Windows XP, required this service to convert the names to IP addresses.

Windows PCs identified themselves to WINS so other Windows PCs could find their IP addresses. WINS allowed machines in one LAN segment to locate machines in another by name. Hence the word "internet" in WINS referred to multiple company networks, not the global Internet.
Web Programming languages

1)HTML

HyperText Markup Language (HTML) is the standard markup language for creating web pages and web applications. With Cascading Style Sheets (CSS), and JavaScript, it forms a triad of cornerstone technologies for the World Wide Web.[1] Web browsers receive HTML documents from a webserver or from local storage and render them into multimedia web pages. HTML describes the structure of a web page semantically and originally included cues for the appearance of the document.

HTML elements are the building blocks of HTML pages. With HTML constructs, images and other objects, such as interactive forms, may be embedded into the rendered page. It provides a means to create structured documents by denoting structural semantics for text such as headings, paragraphs, lists, links, quotes and other items. HTML elements are delineated by tags, written using angle brackets. Tags such as <img /> and <input /> introduce content into the page directly. Others such as <p>...</p> surround and provide information about document text and may include other tags as sub-elements. Browsers do not display the HTML tags, but use them to interpret the content of the page.

2)Perl

Perl is a family of high-level, general-purpose, interpreted, dynamic programming languages. The languages in this family include Perl 5 and Perl 6. 
Though Perl is not officially an acronym,[8] there are various backronyms in use, the best-known being "Practical Extraction and Reporting Language". Perl was originally developed by Larry Wall in 1987 as a general-purpose Unix scripting language to make report processing easier. Since then, it has undergone many changes and revisions. Perl 6, which began as a redesign of Perl 5 in 2000, eventually evolved into a separate language. Both languages continue to be developed independently by different development teams and liberally borrow ideas from one another.

3) PHP

PHP (recursive acronym for PHP: Hypertext Preprocessor) is a widely-used open source general-purpose scripting language that is especially suited for web development and can be embedded into HTML. PHP is a server scripting language, and a powerful tool for making dynamic and interactive Web pages. PHP is a widely-used, free, and efficient alternative to competitors such as Microsoft's. 

4) Python

Python is a widely used high-level programming language for general-purpose programming, created by Guido van Rossum and first released in 1991. An interpreted language, Python has a design philosophy which emphasizes code readability (notably using whitespace indentation to delimit code blocks rather than curly braces or keywords), and a syntax which allows programmers to express concepts in fewer lines of code than possible in languages such as C++ or Java. The language provides constructs intended to enable writing clear programs on both a small and large scale. 

Python features a dynamic type system and automatic memory management and supports multiple programming paradigms, including object-oriented, imperative, functional programming, and procedural styles. It has a large and comprehensive standard library
5) Java Script

JavaScript is a high-level, dynamic, untyped, and interpreted programming language.[6] It has been standardized in the ECMAScript language specification. Alongside HTML and CSS, JavaScript is one of the three core technologies of World Wide Web content production; the majority of websites employ it, and all modern Web browsers support it without the need for plug-ins. JavaScript is prototype-based with first-class functions, making it a multi-paradigm language, supporting object-oriented, imperative, and functional programming styles. It has an API for working with text, arrays, dates and regular expressions, but does not include any I/O, such as networking, storage, or graphics facilities, relying for these upon the host environment in which it is embedded. 

Although there are strong outward similarities between JavaScript and Java, including language name, syntax, and respective standard libraries, the two are distinct languages and differ greatly in their design. JavaScript was influenced by programming languages such as Self and Scheme.
6) CSS

CSS or Cascading Style Sheets is rather a markup language. When paired with HTML, CSS allow a developer to decide and define how a web page or a website will eventually look or how it will appear to the visitors of the web platform. Some of the elements which CSS has an impact on include font size, font style, the overall layout, the colors and other design elements. This is a markup language that can be applied to several types of documents including Plain XML documents, SVG documents as well as XUL documents. For most websites across the world, CSS is the platform to opt for if they need help to create visually attractive webpages and finds use not just in the creation of web applications but also mobile apps.

The language’s syntax is pretty similar to that of HTML and XHTML, which work well in synchronization and combination of one another. The Style sheets included in CSS consist of a selector and a declarator. The simple syntax of the language uses several English language words to define the styling properties.

 Web Programming Interfaces 
1) Common Client Interface (CCI)
What is Common Gateway Interface (CGI)?

CGI is a method used to exchange data between the server and the web browser. CGI is a set of standards where a program or script can send data back to the web server where it can be processed. 

Common uses of CGI include: 

· Guestbooks

· Email Forms- A page on a website that allows users to communicate with the site owner. The page has fields for filling in name, address and type of comment
· Mailing List Maintenance

· Blogs -  a regularly updated website or web page, typically one run by an individual or small group, that is written in an informal or conversational style.

The Common Gateway Interface – CGI

· All of the WWW pages we have developed so far are static. They are the same each time we visit unless you modify the file.

· Many WWW sites (e.g. the Netscape search page) are Dynamic. The contents change each time we visit.

· Other nice things we like to do is to Search, fill out questionnaires, order things from catalogs.

· We need two pieces:

1. HTML language to create Forms
2. Common Gateway Interface (CGI) to process the forms.

· CGI is a way to pass information from a WWW browser to a program for further processing.
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The CCI API defines a set of interfaces and classes whose methods allow a client to perform typical data access operations. The CCI interfaces and classes are as follows:

· ConnectionFactory: Provides an application component with a Connection instance to an EIS.

· Connection: Represents the connection to the underlying EIS.

· ConnectionSpec: Provides a means for an application component to pass connection-request-specific properties to the ConnectionFactory when making a connection request.

· Interaction: Provides a means for an application component to execute EIS functions, such as database stored procedures.

· InteractionSpec: Holds properties pertaining to an application component’s interaction with an EIS.

· Record: The super interface for the various kinds of record instances. Record instances can be MappedRecord, IndexedRecord, or ResultSet instances, all of which inherit from the Record interface.

· RecordFactory: Provides an application component with a Record instance.

· IndexedRecord: Represents an ordered collection of Record instances based on the java.util.List interface.
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The Environment Interface Standard (EIS) is a Java-based interface standard for connecting agents to controllable entities in an environment such as a game. The interface provides support for managing the connection (e.g., for pausing and terminating an environment) and for interaction between agents and entities that are available in an environment.
The CCI provides a standard interface that allows developers to communicate with any number of Enterprise Information Systems (EISs) through their specific resource adapters, using a generic programming style. The CCI is closely modeled on the client interface used by Java Database Connectivity (JDBC), and is similar in its use of Connections and Interactions.

Some clients can be controlled by other programs through some external communications mechanism. A WWW standard for this mechanism is still under development, but Mosaic and Netscape have their own ways of doing it. 

You can direct the Mosaic Unix client to visit a particular URL by sending it messages - the Unix approach is simply to place a command in a temporary file called 

/tmp/Mosaic. pid 

where pid is the process id of the Mosaic client found by running the command to get a process status listing (e.g. ps). You then use the Unix signal facility to prompt Mosaic to take notice: kill -USR1 1234 where 1234 is the process id of Mosaic. 

Commands span 2 lines and look like: 

goto

http://www.cs.ucl.ac.uk/people/jon.html
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2) Common Gateway Interface (CGI)

Common Gateway Interface (CGI) offers a standard protocol for web servers to execute programs that execute like Console applications (also called Command-line interface programs) running on a server that generates web pages dynamically. Such programs are known as CGI scripts or simply as CGIs. The specifics of how the script is executed by the server are determined by the server. In the common case, a CGI script essentially executes at the time a request is made and generates HTML. An HTTP server is often used as a gateway to a legacy information system; for example, an existing body of documents or an existing database application. The Common Gateway Interface is an agreement between HTTP server implementors about how to integrate such gateway scripts and programs.

It is typically used in conjunction with HTML forms to build database applications.
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HTTP 


The Hypertext Transfer Protocol (HTTP) is the set of rules for exchanging files (text, graphic images, sound, video, and other multimedia files) on the World Wide Web. Relative to the TCP/IP suite of protocols (which are the basis for information exchange on the Internet), HTTP is an application protocol. 


HTTP include the idea that files can contain references to other files whose selection will elicit additional transfer requests. Any Web server contains, in addition to the Web files it can serve,


Your Web browser is an HTTP client, sending requests to servers. When the browser user enters file requests by either "opening" a Web file (typing in a Uniform Resource Locator or URL) or clicking on a hypertext link, the browser builds an HTTP request and sends it to the Internet Protocol address indicated by the URL

hypertext
In a hypertext document, certain words within the text are marked as links to other areas of the current document or to other documents

The user moves to a related area by moving his or her mouse pointer to the link and clicking once with the mouse button

Links are used to point to another part of the same document, in which case clicking the link will cause the browser to move to a new part of the currently displayed document

hypermedia

hypermedia links uses the images tom point to HTML documents. For instance, a hypermedia link might point to an audio file, a QuickTime movie file, or a graphic file such as a GIF- or JPEG-format graphic. 
Criteria for Choosing A web programming Language

  Popularity. This is a very important one. A good place to start is the Tiobe index. You are more likely to find people to collaborate with if you use a popular language. You are also more likely to find reference material and other help. Unfortunately, the most popular language globally may not be a good match for your problem domain.

  Language-domain match. Choose one that matches your problem domain. You can do this by looking at what other people in your field are using (after adjusting for popularity, so don't think the match with Java is good simply because a lot of people are using Java) or by looking at some code that solves problems you are likely to have and seeing how natural the mapping is.
  Availability of libraries. Some would argue that this is the same as the point above, but I don't think so. If there's a library that solves your problem well, you'll put up with some ugly calling conventions or hassle in the language.

  Efficiency. Languages aren't fast - compilers are efficient. Look at the efficiency of compilers or interpreters for your language. Be aware that interpreted code will run an order of magnitude slower than compiled code as a rule of thumb.

  Expressiveness. The number of lines of code you create per hour is not a strong function of language, so favour languages that are expressive or powerful
  Project-size. Do you want to be programming in the large or programming in the small? Choose a language that supports your use case.

  Tool support. Popularity usually buys tool support (and some languages are easier to write tools for). If you are a tool-oriented user, choose a language with good tool support. 
TOPIC THREE  (3) HTML CODING.

HYPERTEXT MARKUP LANGUAGE (HTML)
This element tells your browser that the file contains HTML-coded information. The file extension .html also indicates this is a HTML document and must be used

The HTML tag identifies a document as an HTML document. All HTML documents should start with the <HTML> tag and end with the </HTML> tag. 

HTML Structure
<HTML>...</HTML>
HEAD

The HEAD tag defines an HTML document header. The header contains information about the document rather than information to be displayed in the document. The web browser displays none of the information in the header, except for text contained by the TITLE tag.

Syntax

<HEAD>...</HEAD> 

Example

<HEAD>
<TITLE> Mozilla speaks out</TITLE>
<BASE HREF="http://www.mozilla.com">
</HEAD>
 TITLE

The title element contains your document title and identifies its content in a global context. The title is typically displayed in the title bar at the top of the browser window, but not inside the window itself.

 The title is also what is displayed on someone's hot list or bookmark list, so choose something descriptive, unique, and relatively short. A title is also used to identify your page for search engines

BODY

The second--and largest--part of your HTML document is the body, which contains the content of your document (displayed within the text area of your browser window). The tags explained below are used within the body of your HTML document.

 For Example:--
<html>
<head>                                  // basic document structure
<title>
MY WEB
</title>
</head>
<body>
HTML Tutor Lesson 1
</body>
</html>

Using the BODY element

The BODY tag is a required element within an HTML document. All of the main HTML code and content of the page resides between the BODY tags. 

<BODY>content</BODY> 

There are several different attributes that can be applied to the BODY element. Each one controls a different aspect of the look of the HTML document, we will look at some of these below and give examples of how they are used in a webpage. 

<BODY BACKGROUND="URL of image"> 

Using the BACKGROUND parameter enables you to specify a background image for your webpage. It will tile the image given in the URL across the background of the document. 

<BODY BGCOLOR="#RRGGBB"> 

The BGCOLOR attribute specifies the background colour(color) of the document. 

The value RRGGBB is given in the hexadecimal (base 16) format and refers to the 3 colours RED, GREEN and BLUE. To create a webpage with a bright red background, you would use <BODY BGCOLOR="#FF0000">. 

<BODY TEXT="#RRGGBB"> 

The TEXT parameter specifies the default colour of any plain text in the document, the value RRGGBB is given in hexadecimal (base 16). 

HTML  tags

Tags
Meaning 

<B>, </B> 
Bold text

<I>, </I> 
Italic text

<U>, </U> 
Underlined text

<H1><I>Welcome Home!</I></H1> 
<B><I>This is bold and italic</I></B> 

A CSS comprises of style rules that are interpreted by the browser and then applied to the corresponding elements in your document. A style rule is made of three parts −

· Selector − A selector is an HTML tag at which a style will be applied. This could be any tag like <h1> or <table> etc.

· Property − A property is a type of attribute of HTML tag. Put simply, all the HTML attributes are converted into CSS properties. They could be color, border etc.

· Value − Values are assigned to properties. For example, colorproperty can have value either red or #F1F1F1 etc.

You can put CSS Style Rule Syntax as follows −

selector { property: value }

The basic goal of the Cascading Stylesheet (CSS) language is to allow a browser engine to paint elements of the page with specific features, like colors, positioning, or decorations. The CSS syntax reflects this goal and its basic building blocks are:

· The property which is an identifier, that is a human-readable name, that defines which feature is considered.

· The value which describe how the feature must be handled by the engine. Each property has a set of valid values, defined by a formal grammar, as well as a semantic meaning, implemented by the browser engine.

CSS Syntax

A CSS rule-set consists of a selector and a declaration block:

[image: image7.png]Selector Declaration Declaration

@ { color:blue; font-size:12px; }
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The selector points to the HTML element you want to style.

The declaration block contains one or more declarations separated by semicolons.

Each declaration includes a CSS property name and a value, separated by a colon.

A CSS declaration always ends with a semicolon, and declaration blocks are surrounded by curly braces.

In the following example all <p> elements will be center-aligned, with a red text color:

Example

p {
    color: red;
    text-align: center;
}

Some Basic Logical HTML Tags
	Tags
	Meaning 
	Generally Rendered as…

	<EM>, </EM> 
	Emphasis
	Italic text

	<STRONG>, </STRONG> 
	Strong emphasis
	Bold text 

	<TT>, </TT> 
	Teletype
	Monospaced text 


Example

How to insert an image:

<img src="smiley.gif" alt="Smiley face" height="42" width="42">

More "Try it Yourself" examples below.



Definition and Usage

The <img> tag defines an image in an HTML page.

The <img> tag has two required attributes: src and alt.

Note: Images are not technically inserted into an HTML page, images are linked to HTML pages. The <img> tag creates a holding space for the referenced image.

Tip: To link an image to another document, simply nest the <img> tag inside <a> tags.

Attributes

= New in HTML5.
	Attribute
	Value
	Description

	align
	top
bottom
middle
left
right
	Not supported in HTML5.
Specifies the alignment of an image according to surrounding elements

	alt
	Text
	Specifies an alternate text for an image

	border
	Pixels
	Not supported in HTML5.
Specifies the width of the border around an image

	crossorigin
	anonymous 
use-credentials
	Allow images from third-party sites that allow cross-origin access to be used with canvas

	height
	Pixels
	Specifies the height of an image

	hspace
	Pixels
	Not supported in HTML5.
Specifies the whitespace on left and right side of an image

	ismap
	Ismap
	Specifies an image as a server-side image-map

	longdesc
	URL
	Specifies a URL to a detailed description of an image

	Sizes
	 
	Specifies image sizes for different page layouts

	src
	URL
	Specifies the URL of an image

	Srcset
	URL
	Specifies the URL of the image to use in different situations

	usemap
	#mapname
	Specifies an image as a client-side image-map

	vspace
	Pixels
	Not supported in HTML5.
Specifies the whitespace on top and bottom of an image

	width
	Pixels
	Specifies the width of an image


ordered list: 
<OL>
<LI> Item number one.
<LI> Item number two.
<LI> Item number three.
</OL> 

 unordered list: 

<UL>
<LI> First item.
<LI> Second item.
<LI> Third Item.
</UL> 

Definition and Usage

HTML lists are used to present list of information in well formed and semantic way

Unordered HTML List

An unordered list starts with the <ul> tag. Each list item starts with the <li> tag.

The list items will be marked with bullets (small black circles) by default:

Example

<ul>
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ul>

Unordered HTML List - Choose List Item Marker

The CSS list-style-type property is used to define the style of the list item marker:

	Value
	Description

	Disc
	Sets the list item marker to a bullet (default)

	Circle
	Sets the list item marker to a circle

	Square
	Sets the list item marker to a square

	None
	The list items will not be marked


Example - Disc

<ul style="list-style-type:disc">
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ul>

Example - Circle

<ul style="list-style-type:circle">
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ul>

Example - Square

<ul style="list-style-type:square">
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ul>

Ordered HTML List

An ordered list starts with the <ol> tag. Each list item starts with the <li> tag.

The list items will be marked with numbers by default:

Example

<ol>
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ol>

Ordered HTML List - The Type Attribute

The type attribute of the <ol> tag, defines the type of the list item marker:

	Type
	Description

	type="1"
	The list items will be numbered with numbers (default)

	type="A"
	The list items will be numbered with uppercase letters

	type="a"
	The list items will be numbered with lowercase letters

	type="I"
	The list items will be numbered with uppercase roman numbers

	type="i"
	The list items will be numbered with lowercase roman numbers


Numbers:

<ol type="1">
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ol>

HTML Description Lists

HTML also supports description lists.

A description list is a list of terms, with a description of each term.

The <dl> tag defines the description list, the <dt> tag defines the term (name), and the <dd> tag describes each term:

Example

<dl>
  <dt>Coffee</dt>
  <dd>- black hot drink</dd>
  <dt>Milk</dt>
  <dd>- white cold drink</dd>
</dl>

Nested HTML Lists

List can be nested (lists inside lists):

Example

<ul>
  <li>Coffee</li>
  <li>Tea
    <ul>
      <li>Black tea</li>
      <li>Green tea</li>
    </ul>
  </li>
  <li>Milk</li>
</ul>

Control List Counting

By default, an ordered list will start counting from 1. If you want to start counting from a specified number, you can use the start attribute:

Example

<ol start="50">
  <li>Coffee</li>
  <li>Tea</li>
  <li>Milk</li>
</ol>

Horizontal List with CSS

HTML lists can be styled in many different ways with CSS.

One popular way is to style a list horizontally, to create a navigation menu:

Example

<!DOCTYPE html>
<html>
<head>
<style>
ul {
    list-style-type: none;
    margin: 0;
    padding: 0;
    overflow: hidden;
    background-color: #333333;
}

li {
    float: left;
}

li a {
    display: block;
    color: white;
    text-align: center;
    padding: 16px;
    text-decoration: none;
}

li a:hover {
    background-color: #111111;
}
</style>
</head>
<body>

<ul>
  <li><a href="#home">Home</a></li>
  <li><a href="#news">News</a></li>
  <li><a href="#contact">Contact</a></li>
  <li><a href="#about">About</a></li>
</ul>

</body>
</html>

The start attribute specifies the start value of the first list item in an ordered list.
Inserting Objects in HTML document.
Image tag 
To add graphics, you use an empty tag called the <IMG> (image) tag, which you insert into the body section of your HTML document as follows: 

<IMG SRC="image URL"> 

	<IMG>
	Image
	<IMG SRC="Earth.gif" WIDTH="41" HEIGHT="41" BORDER="0"

 ALT="a sentence about your site">


<HR>
<P>This is a test of the Image tag. Here is the image I want to 
display:</P>
<IMG SRC="image1.gif">
<HR> 

The ALT Attribute

The ALT attribute for the <IMG> tag is designed to accept text that describes the graphic, in case a particular browser can't display the graphic

HTML Hyperlinks
using the <A> Tag

The basic link for creating hypertext and hypermedia links is the <A>, or anchor, tag. This tag is a container, which requires an </A> to signal the end of the text, images, and HTML tags that are to be considered to be part of the hypertext link. Here's the basic format for a text link: 

<A HREF="URL">Text describing link</A>

Example

<A HREF="products.html">Our Product Information</A>

HTML href and mailto

This shows how to make a HTML hyperlink that will launch the users mail client ready to send email to your email address by simply adding mailto into the regular hyperlink href code followed by your email address

<a href="mailto:me@example.com">eMail Us</a>

Linking to another Website.

Linking in HTML code is done with the anchor tag, the <A> tag. The letter "A" in the tag is then followed by an attribute. For a link to another web page, the "A" is followed by "HREF". To set a bookmark in the same page, the "A" is followed by "NAME", which you'll see how to do later.

<A HREF = "http://www.google.com/">Google Search Engine</A>

Notice where all the angle brackets (< >) are in the link. After the first one, we have the "A" part of the tag. Then we have the HREF part, signifying a link to another web page. After that comes an equals sign (=). After the equals sign comes the address of the web page itself. The address is case sensitive, so if there is a capital letter in the address, make sure to include it. This address www.google.com is different from this addresswww.gOOgle.com.

After the address comes the right angle bracket ( > ). Next comes the text that people see, the text you want them to click on. To close an anchor link, you use the end anchor tag. Which is this: </A>

Define colors for all links on the page

The general color of text links is specified in the <body> tag, like in the example below:


	<body link="#C0C0C0" vlink="#808080" alink="#FF0000"> 



	


· link - standard link - to a page the visitor hasn't been to yet. (standard color is blue - #0000FF).

· vlink - visited link - to a page the visitor has been to before. (standard color is purple - #800080).

· alink - active link - the color of the link when the mouse is on it. (standard color is red - #FF0000).

<BODY LINK="#RRGGBB"> 

The LINK parameter specifies the default colour of links within the document, the value RRGGBBis given in hexadecimal. 

<BODY ALINK="#RRGGBB"> 

The ALINK parameter controls the colour of the active link, the link that relates to the webpage the user is currently viewing. the value RRGGBB is also given in hexadecimal. 

<BODY VLINK="#RRGGBB"> 

The VLINK attribute specifies the colour of visited links in the document, the value RRGGBB is given in hexadecimal.

HTML Links - The target Attribute

The target attribute specifies where to open the linked document.

The target attribute can have one of the following values:

· _blank - Opens the linked document in a new window or tab

· _self - Opens the linked document in the same window/tab as it was clicked (this is default)

· _parent - Opens the linked document in the parent frame

· _top - Opens the linked document in the full body of the window

· framename - Opens the linked document in a named frame

HTML Email Address Button Code 

Code - HTML and Inline CSS 

<form>
<input type="button" value="Send eMail" onclick="window.location.href='mailto:me@example.com'" />
</form> 

Hyperlinks are the primary method used to navigate between pages and Web sites.

Links can point to other web pages, web sites, graphics, files, sounds, e-mail

addresses, and other locations on the same web page. When text is used as a

hyperlink, it is usually underlined and appears as a different color. There are four types

of hyperlinks.

• Text hyperlink – Uses a word or phrase to take visitors to another page,

file or document.

• Image hyperlink – Uses an image to take visitors to another page, file or

document.

• Bookmark hyperlink – Uses text or an image to take visitors to another

part of a web page.

• E-mail hyperlink – Allows visitors to send an e-mail message to the

displayed e-mail address.


Definition - What does Bookmark mean?

A bookmark is a Web browser feature used to save a URL address for future reference. Bookmarks save user and browser time, which is especially useful for Web pages with long URLs.

Cookie

A cookie is a small amount of data generated by a website and saved by your web browser. Its purpose is to remember information about you, similar to a preference file created by a software application.

A web cache (or HTTP cache) is an information technology for the temporary storage (caching) of web documents, such as HTML pages and images, to reduce server lag(Lag is a slow response from a computer. It can be used to describe any computer that is responding slower than expected. ). A web cache system stores copies of documents passing through it; subsequent requests may be satisfied from the cache if certain conditions are met.  A web cache system can refer either to an appliance, or to a computer program.

Effective caching aids both content consumers and content providers. Some of the benefits that caching brings to content delivery are:

· Decreased network costs: Content can be cached at various points in the network path between the content consumer and content origin. When the content is cached closer to the consumer, requests will not cause much additional network activity beyond the cache.

· Improved responsiveness: Caching enables content to be retrieved faster because an entire network round trip is not necessary. Caches maintained close to the user, like the browser cache, can make this retrieval nearly instantaneous.

· Increased performance on the same hardware: For the server where the content originated, more performance can be squeezed from the same hardware by allowing aggressive caching. The content owner can leverage the powerful servers along the delivery path to take the brunt of certain content loads.

· Availability of content during network interruptions: With certain policies, caching can be used to serve content to end users even when it may be unavailable for short periods of time from the origin servers.
What is a Link?

A link is nothing but a chain that connects pages within websites and without links there’s no website. Let’s take “http://google.com” for example. When you type this thing in the address bar, it is a link which takes you to the Google’s website. A link is nothing but a web address or a URL of a web page that allows you to connect with different servers. Links are used to connect one page to another and the behavior of a link can be specified using the CSS language. The appearance of a link may change into a hand motif in a GUI to specify that it’s a link.


What is a Hyperlink?

A hyperlink is a link that takes you from one domain to another via references called anchor texts. The Web is comprised of infinite number of pages filled with all kinds of content and information and hyperlink is a crosslinking tool that links those pages within same or different websites. Hyperlinks are a fundamental concept behind the World Wide Web that makes navigating between web pages easier via links. The links can be divided into internal and external links. An internal link is a link that connects two web pages within the same website, whereas an external link is used to connect two web pages that belong to two different websites.

 

Difference between Link and Hyperlink

Definition

Although both look just the same, there is a thin line that separates the two in terms of internet. A link is simply an address that specifies the location of a resource on the Internet just like an URL which takes you to the web pages identified by the linked URLs. Hyperlinks, on the other hand, are links that you can click on or activate with a pointing device in order to jump to the target page. They are references that crosslink trillions of web pages and files on the internet for the sole purpose of navigating.

Format

A hyperlink can take many forms such as an icon, graphic, text, or pictures to link to another file or object within the same website or to a different website altogether. A hyperlink is simply a reference that points to a section of the same page or a different section of a different web page to access the additional information concerning the object of interest. These linked references or texts are called “anchor texts”. A link is simply the HTML control to reach the resource by a simple click or tap. Links are means of navigating between pages on the World Wide Web.

Purpose

The purpose of a link is ambiguous to users in general. A link identifies the address of the resource without needing additional context which makes it easy to navigate between websites. Behind every link is a URL (Universal Resource Locator) of a specific website which is nothing but the web address of the website you want to access. You can access the content of the website upon clicking the link. Hyperlinks are used to link your web page to other web pages within your home website or to access additional content or media created by other users.

Example

Let’s say we type “http://facebook.com” in the address bar. It is a plain simple link or a URL of the website that takes you to the “Facebook” website if clicked upon so that you can access all the information or content of the website. A link simply refers to the web address of a resource you wish to access. When you put this link on your web page so that anyone can navigate from your website to Facebook using Facebook as the anchor text, it becomes a hyperlink. Simply put, hyperlinks are used to navigate between web pages within same or different websites, whereas links are just web addresses.

Link vs. Hyperlink: Comparison Chart
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Summary of Link vs. Hyperlink

Both the terms links and hyperlinks are intertwined and often used interchangeably, but in a different context. A link when used within a web page is called a hyperlink. The purpose of both controls is same, except hyperlink control is an HTML control that provides direct access to the target website when clicked or hovered upon, whereas a link control is a server control that takes requests to the server first when clicked, before redirecting access to the target website. In simple terms, a link can be referred to simply as a web address whereas a hyperlink is a link that crosslink pages within the same or different websites in the context of the World Wide Web
Cookie

A cookie is a small amount of data generated by a website and saved by your web browser. Its purpose is to remember information about you, similar to a preference file created by a software application.

While cookies serve many functions, their most common purpose is to store logininformation for a specific site. Some sites will save both your username and password in a cookie, while others will only save your username. Whenever you check a box that says, "Remember me on this computer," the website will generate a login cookie once you successfully log in. Each time you revisit the website, you may only need to enter your password or you might not need to log in at all.
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forms 

The form element has two major attributes.

 The method attribute indicates the HTTP method to be used in sending the information and the action attribute gives

details of where it will be sent. In the example, the HTTP POST method is specified and the input is to be sent to the mail address specified. The possible methods are:

get

This is the default action. If a URL is specified as the value of the action, a ? followed by the input is sent to the server or whatever processing agent is specified.

post

In this case the input is embedded in the form and sent to the processing agent

<form method= "get" action = "second.html">

This method is not save as it displays all the values on the address bar where by the passwords can be easily be seen
FORM  ELEMENTS 

Text box : defines a one-line input field that a user can enter text into

Radio button:   let a user select ONLY ONE of a limited number of choices

Checkboxes:   let a user select ZERO or MORE options of a limited number of choices.

Select option:  the user selects on one option at a time 

Text area : accepts rows and columns  and allows the user to scroll

A submit button is used to send form data to a server. The data is sent to the page specified in the form's action attribute

Example 

<Html><head> <title> my form</title></head>

<body>

<form>




1.&nbsp&nbsp&nbspFirst name: &nbsp&nbsp&nbsp <input type="text" name="firstname" value="" size="10"  maxlength="30”  /><br />

 First Name:         [image: image9.wmf]


2.Last name: <input type="text" name="lastname" value="" size="10" maxlength="10”  />

Last  Name:         [image: image10.wmf]


3.Password: <input type="password" name="pwd" />

Password :         [image: image11.wmf]


4.Gender   <input type="radio" name=" Gender " value="male" CHECKED  /> Male<br />
<input type="radio" name=" Gender " value="female" /> Female

Gender : [image: image12.wmf]male [image: image13.wmf]female 
vehicle :<input type="checkbox" name="vehicle" value="Bike" /> I have a bike<br />
<input type="checkbox" name="vehicle" value="Car" CHECKED /> I have a car<br />

Vehicle :
[image: image14.wmf]bike
[image: image15.wmf]car

6. text area  : <textarea rows="10" cols="30"> The cat was playing in the garden. </textarea><br />

       Enter Your Comments:<BR> <TEXTAREA wrap="virtual" name="Comments" rows=3     cols=20 MAXLENGTH=100></TEXTAREA><BR>

[image: image16.wmf]


7. select option 

<select name="course">

<option value="MSC ">msc </option>

<option value="MBA">MBA</option>

<option value="BA">BA</option>

<option value="ENG">ENG</option>

</select><br />

Select an option: [image: image17.wmf]

option 1


<input type="submit" value="Submit" />

<INPUT type="Reset" VALUE="Clear">
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</form>

</body>

</html>

The input Element
<form method= action= onsubmit= >

<input name= type= value= size= maxlength= checked= src= 

The overall form of the input element depends on the three attributes name, type and value. The other attributes are either required for a subset of the devices or the meaning varies dependent on the device:

name

The name attribute gives the name to be added to the input to indicate where it has come from. In most cases, the input device has an initial value so that if you submit the input without doing anything,this value will be sent to the destination. The input device has the ability to change the initial value and this is usually what will be sent.

type

The type attribute defines the type of input. The possible input types are: text, submit, radio,

checkbox, button, reset, password, file, hidden and image. We shall look at these in detail in this section. If no type value is given, the input type is assumed to be text. In the example in the previous section, the type attribute could have been omitted.

value

The value attribute gives the initial value for the input from a device in most cases. The only device that must have an initial value is the radio device.

size

This either gives the width of the input device in pixels or the number of characters allowed.

maxlength

For text and password devices, this defines the maximum size that the input can take in characters.

checked

For radio and checkbox devices, this says whether the button is set initially.

src

For image devices, this points to the image.

image tag

Image tag

<IMG SRC="Earth.gif" WIDTH="41" HEIGHT="41" BORDER="0" ALT="a sentence about your site">

Dynamic  text area

Text area

TEXTAREA wrap="virtual" name="Comments" rows=3 cols=20 MAXLENGTH=100></TEXTAREA>

default selected elements

Selected  option

Select an option:
<SELECT>
<OPTION >option 1
<OPTION SELECTED>option 2
<OPTION>option 3
<OPTION>option 4
<OPTION>option 5
<OPTION>option 6
</SELECT>

Radio button


<INPUT type="radio" name="option"> Option 1
<INPUT type="radio" name="option" CHECKED> Option 2
<INPUT type="radio" name="option"> Option 3

Check box 

Select an option:<BR>
<INPUT type="checkbox" name="selection"> Selection 1
<INPUT type="checkbox" name="selection" CHECKED> Selection 2
<INPUT type="checkbox" name="selection">

Tables

The table is divided into three main parts, a header, a body and a footer. There is also an optional caption that can be added to the table. 

table is divided into rows each having a number of columns. As with most word processing systems it is possible to give groups of columns special features and to merge two or more columns together or two or more rows together.

Element Description:--

<TABLE> ... </TABLE>

 defines a table in HTML. If the BORDER attribute is present, your browser displays the table with a border. 
<CAPTION> ... </CAPTION>

 defines the caption for the title of the table. The default position of the title is centered at the top of the table. The attribute ALIGN=BOTTOM can be used to position the caption below the table. 
<TR> ... </TR> specifies a table row within a table. You may define default attributes for the entire row: ALIGN (LEFT, CENTER, RIGHT) and/or VALIGN (TOP, MIDDLE, BOTTOM). See Table Attributes at the end of this table for more information. 

<TH> ... </TH> defines a table header cell. By default the text in this cell is bold and centered. Table header cells may contain other attributes to determine the characteristics of the cell and/or its contents. See Table Attributes at the end of this table for more information. 

<TD> ... </TD> defines a table data cell. By default the text in this cell is aligned left and centered vertically. Table data cells may contain other attributes to determine the characteristics of the cell and/or its contents

Borders  These are the lines that surround the table and each cell.

CELLSPACING. The CELLSPACING attribute tells the browser how much space to include between the walls of the table and between individual cells. (Value is a number in pixels.) 

CELLPADDING. The CELLPADDING attribute tells the browser how much space to give data elements away from the walls of the cell. (Value is a number in pixels

Attribute Description :--
ALIGN (LEFT, CENTER, RIGHT) Horizontal alignment of a cell. 
VALIGN (TOP, MIDDLE, BOTTOM) Vertical alignment of a cell. 
COLSPAN=n The number (n) of rowa cell spans. 
ROWSPAN=n The number (n) of rcolumn a cell spans

The general format of a table looks like this:-- 

<TABLE>
<!-- start of table definition -->

<CAPTION> caption contents </CAPTION> 
<!-- caption definition -->

<TR> 
<!-- start of header row definition -->
<TH> first header cell contents </TH> 
<TH> last header cell contents </TH> 
</TR> 
<!-- end of header row definition -->

<TR> 
<!-- start of first row definition -->
<TD> first row, first cell contents </TD>
<TD> first row, last cell contents </TD> 
</TR> 
<!-- end of first row definition -->

<TR> 
<!-- start of last row definition -->
<TD> last row, first cell contents </TD>
<TD> last row, last cell contents </TD> 
</TR> 
<!-- end of last row definition -->

</TABLE>
<!-- end of table definition -->

Example of table

<html><head><title> my food</title></head><body>

<TABLE>

<CAPTION>My favorite foods</CAPTION>

<table width="40%" height="30%" cell padding="5" border="0" align="center">

<TR><TH>Soup</TH><TD>Chicken Noodle</TD> </tr>

<TR><TH>Salad</TH><TD>Tossed Green</TD> </tr>

</TABLE></body></html>

Other attributes

· ALIGN. The ALIGN attribute is used to determine where the chart will appear relative to the browser window. Valid values are ALIGN=LEFT and ALIGN=RIGHT. As an added bonus, text will wrap around the table (if it's narrow enough) when the ALIGN=LEFT or ALIGN=RIGHT attributes are used. 

· WIDTH. The WIDTH attribute sets the relative or absolute width of your table in the browser window. Values can be either percentages, as in WIDTH="50%", or absolute values. With absolute values, you must also include a suffix that defines the units used, as in px for pixels or in for inches (e.g., WIDTH="3.5in"). Absolute values for table widths are discouraged, though. 

· COLS. The COLS attribute specifies the number of columns in your table, allowing the browser to draw the table as it downloads. 

· BORDER. The BORDER attribute defines the width of the border surrounding the table. Default value is 1 (pixel). 

· CELLSPACING. The CELLSPACING attribute tells the browser how much space to include between the walls of the table and between individual cells. (Value is a number in pixels.) 

· CELLPADDING. The CELLPADDING attribute tells the browser how much space to give data elements away from the walls of the cell. (Value is a number in pixels.) 

FRAMES

HTML frames allow authors to present documents in multiple views, which may be independent windows or subwindows. Multiple views offer designers a way to keep certain information visible, while other views are scrolled or replaced.

 For example, within the same window, one frame might display a static banner, a second a navigation menu, and a third the main document that can be scrolled though or

replaced by navigating in the second frame.

With frames, several Web pages can be displayed in the same browser window.

ATTENTION. Do not expect frames to be supported in future versions of HTML.


Creating Frames

To use frames on a page we use <frameset> tag instead of <body> tag. The <frameset> tag defines, how to divide the window into frames. The rows attribute of <frameset> tag defines horizontal frames and cols attribute defines vertical frames. Each frame is indicated by <frame> tag and it defines which HTML document shall open into the frame.

Note − The <frame> tag deprecated in HTML5. Do not use this element.

Example

Following is the example to create three horizontal frames −

<!DOCTYPE html>
<html>
   <head>
      <title>HTML Frames</title>
   </head>
   <frameset rows = "10%,80%,10%">
      <frame name = "top" src = "/html/top_frame.htm" />
      <frame name = "main" src = "/html/main_frame.htm" />
      <frame name = "bottom" src = "/html/bottom_frame.htm" />
      <noframes>
         <body>Your browser does not support frames.</body>
      </noframes>
   </frameset>
</html>
This will produce the following result −

Example

Let's put the above example as follows, here we replaced rows attribute by cols and changed their width. This will create all the three frames vertically −

<!DOCTYPE html>
<html>
   <head>
      <title>HTML Frames</title>
   </head>
   <frameset cols = "25%,50%,25%">
      <frame name = "left" src = "/html/top_frame.htm" />
      <frame name = "center" src = "/html/main_frame.htm" />
      <frame name = "right" src = "/html/bottom_frame.htm" />
      <noframes>
         <body>Your browser does not support frames.</body>
      </noframes>
   </frameset>
</html>
This will produce the following result −

The <frameset> Tag Attributes

Following are important attributes of the <frameset> tag −

	Sr.No
	Attribute & Description

	1
	cols
Specifies how many columns are contained in the frameset and the size of each column. You can specify the width of each column in one of the four ways −

Absolute values in pixels. For example, to create three vertical frames, use cols = "100, 500, 100".

A percentage of the browser window. For example, to create three vertical frames, use cols = "10%, 80%, 10%".

Using a wildcard symbol. For example, to create three vertical frames, use cols = "10%, *, 10%". In this case wildcard takes remainder of the window.

As relative widths of the browser window. For example, to create three vertical frames, use cols = "3*, 2*, 1*". This is an alternative to percentages. You can use relative widths of the browser window. Here the window is divided into sixths: the first column takes up half of the window, the second takes one third, and the third takes one sixth.

	2
	rows
This attribute works just like the cols attribute and takes the same values, but it is used to specify the rows in the frameset. For example, to create two horizontal frames, use rows = "10%, 90%". You can specify the height of each row in the same way as explained above for columns.

	3
	border
This attribute specifies the width of the border of each frame in pixels. For example, border = "5". A value of zero means no border.

	4
	frameborder
This attribute specifies whether a three-dimensional border should be displayed between frames. This attribute takes value either 1 (yes) or 0 (no). For example frameborder = "0" specifies no border.

	5
	framespacing
This attribute specifies the amount of space between frames in a frameset. This can take any integer value. For example framespacing = "10" means there should be 10 pixels spacing between each frames. (ONLY in Internet Explorer)


The <frame> Tag Attributes

Following are the important attributes of <frame> tag −

	Sr.No
	Attribute & Description

	1
	src
This attribute is used to give the file name that should be loaded in the frame. Its value can be any URL. For example, src = "/html/top_frame.htm" will load an HTML file available in html directory.

	2
	name
This attribute allows you to give a name to a frame. It is used to indicate which frame a document should be loaded into. This is especially important when you want to create links in one frame that load pages into an another frame, in which case the second frame needs a name to identify itself as the target of the link.

	3
	frameborder
This attribute specifies whether or not the borders of that frame are shown; it overrides the value given in the frameborder attribute on the <frameset> tag if one is given, and this can take values either 1 (yes) or 0 (no).

	4
	marginwidth
This attribute allows you to specify the width of the space between the left and right of the frame's borders and the frame's content. The value is given in pixels. For example marginwidth = "10".

	5
	marginheight
This attribute allows you to specify the height of the space between the top and bottom of the frame's borders and its contents. The value is given in pixels. For example marginheight = "10".

	6
	noresize
By default, you can resize any frame by clicking and dragging on the borders of a frame. The noresize attribute prevents a user from being able to resize the frame. For example noresize = "noresize".

	7
	scrolling
This attribute controls the appearance of the scrollbars that appear on the frame. This takes values either "yes", "no" or "auto". For example scrolling = "no" means it should not have scroll bars.

	8
	longdesc
This attribute allows you to provide a link to another page containing a long description of the contents of the frame. For example longdesc = "framedescription.htm"


Examples

1) Vertical frameset

How to make a vertical frameset with three different documents. 

<html>

<frameset cols="25%,50%,25%">

  <frame src="frame_a.htm" />

  <frame src="frame_b.htm" />

  <frame src="frame_c.htm" />

</frameset>

</html>

2) Horizontal frameset

How to make a horizontal frameset with three different documents.

<html>

<frameset rows="25%,50%,25%">

  <frame src="frame_a.htm" />

  <frame src="frame_b.htm" />

  <frame src="frame_c.htm" />

</frameset>

</html>

3) Nested framesets

How to create a frameset with three documents, and how to mix them in rows and columns. 

<html>

<frameset rows="50%,50%">

  <frame src="frame_a.htm" />

  <frameset cols="25%,75%">

    <frame src="frame_b.htm" />

    <frame src="frame_c.htm" />

  </frameset>

</frameset>

</html>

Frameset with noresize="noresize"

How to use the noresize attribute. Move the mouse over the borders between the frames and notice that you cannot move the borders.

<html>

<frameset rows="50%,50%">

  <frame noresize="noresize" src="frame_a.htm" />

  <frame noresize="noresize" src="frame_b.htm" />

</frameset>

</html>

4) Navigation frame

How to make a navigation frame. The navigation frame contains a list of links with the second frame as the target. The file called "tryhtml_contents.htm" contains three links. The source code of the links:

<a href ="frame_a.htm" target ="showframe">Frame a</a><br>

<a href ="frame_b.htm" target ="showframe">Frame b</a><br>

<a href ="frame_c.htm" target ="showframe">Frame c</a>

The second frame will show the linked document.

<html>

<frameset cols="120,*">

  <frame src="tryhtml_contents.htm" />

  <frame src="frame_a.htm" name="showframe" />

</frameset>

</html>

Layout of frames

An HTML document that describes frame layout (called a frameset document) has a different makeup than an HTML document without frames. A standard document has one HEAD section and one BODY. 

 frameset document has a HEAD, and a FRAMESET in place of the BODY.

The FRAMESET section of a document specifies the layout of views in the main user agent window. 

Elements that might normally be placed in the BODY element must not appear before the first FRAMESET

Advantages of Using Frames

1. One of the most beneficial feature of frames is it lets the user to have multiple pages in the same browser. 

2. Using frames we can keep one part of the page static while changing the other parts of the page.

3. If we create a top frame we can use it as a header i.e, as that page is static it acts like an include page.

4. Frames can be used to reduce server load, as there is no need to reload all the pages when ever a new page is visited.

The major disadvantages of using frames are: 

· Bookmarks only bookmark the top level pages (the framesets themselves). A user is unable to bookmark any of the Web pages viewed within a frame. 

· Frames can make the production of a website complicated, although current software addresses this problem. 

· It is easy to create badly constructed websites using frames. The most common mistake is to include a link that creates duplicate Web pages displayed within a frame. 

· Search engines that reference a Web page only give the address of that specific document. This means that search engines might link directly to a page that was intended to be displayed within a frameset. 

· Users have become so familiar with normal navigation using tables, the back button, and so on, that navigating through a site that uses frames can be a problem. 

· The use of too many frames can put a high workload on the server. A request for, say, ten files, each 1 Kilobyte in size, requires a greater workload than a request for a single 10 Kilobyte file. 

· Older browsers do not support frames. 

When to Use Frames

· It is relatively simple to determine when you should develop a web page using frames. Since you are basically talking about the ability to view multiple documents, ask the question “would the user benefit from accessing these web pages all at once?” If the answer does not present itself readily then you may not require the use of frames.

Style sheet

CSS stands for Cascading Style Sheets. It is a way to divide the content from the layout on web pages.

The CSS syntax is made up of three parts: a selector, a property and a value:

	selector {property: value}


The selector is normally the HTML element/tag you wish to define, the property is the attribute you wish to change, and each property can take a value. The property and value are separated by a colon and surrounded by curly braces:

body {color: black}

{

p
  text-align: center;



  color: black;



  font-family: arial



  }

All the headers will be green color

h1,h2,h3,h4,h5,h6



  {



  color: green



font-family: arial



  }

Class selector

you can define different styles for the same type of HTML element. Say that you would like to have two types of paragraphs in your document: one right-aligned paragraph, and one center-aligned paragraph. Here is how you can do it with styles
p.right {text-align: right}



  p.center {text-align: center}

example 

<h1 class="center">



  This heading will be center-aligned



  </h1>

<p class="center">



  This paragraph will also be center-aligned.



  </p> 

Id selector

With the id selector you can define the same style for different HTML elements.

The style rule below will match any element that has an id attribute with a value of "green":

h1 id="green">Some text</h1>


 <p id="green">Some text</p>

Css comments

/* This is a comment */



  p



  {



  text-align: center;



  /* This is another comment */



  color: black;



  font-family: arial


  }

Types of style sheets

(a) inline style sheet – is mainly embedded in the html document after  the head after closing the title tag and before closing the head tag 

<html>
<head>
<title>MY CSS PAGE</title>
<style type="text/css">
.headlines, .sublines, infotext {font-face:arial; color:black; background:yellow; font-weight:bold;}
.headlines {font-size:14pt;}
.sublines {font-size:12pt;}
.infotext {font-size: 10pt;}
</style>  </head><body>

< span class="headlines">Welcome</span><br>
<div class="sublines">
This is an example page using CSS.<br>
The example is really simple,<br>
and doesn't even look good,<br>
but it shows the technique.
</div>

<table border="2"><tr><td class="sublines">
As you can see:<br>
The styles even work on tables.
</td></tr></table>
<hr>
<div class="infotext">
Example from Academic Articles.
</div>
<hr></body>
</html> 

(b) Entire Sites / External Style Sheet

CSS can be defined for entire sites by simply writing the CSS definitions in a plain text file that is referred to from each of the pages in the site

<html>
<head>
<title>MY CSS PAGE</title>
<link rel=stylesheet href="whatever.css" type="text/css">
</head>
<body>

<span class="headlines">Welcome</span><br>
<div class="sublines">
This is an example of a page using CSS.<br>
The example is really simple,<br>
and doesn't even look good,<br>
but it shows the technique.
</div>
<table border="2"><tr><td class="sublines">
As you can see:<br>
The styles even work on tables.
</td></tr></table>
<hr>
<div class="infotext">Example from Academic Articles.</div>
<hr>
</body>
</html>

This means that the browser will look for a file called whatever.css and insert it at the place where the reference was found in the html document.

whatever.css 

headlines, .sublines, infotext {font-face:arial; color:black; background:yellow; font-weight:bold;}
.headlines {font-size:14pt;}
.sublines {font-size:12pt;}
.infotext {font-size: 10pt;}

Now if you just add the line <link rel=stylesheet href="whatever.css" type="text/css"> to the <head> of all your pages, then the one style definition will be in effect for your entire site.

Links in html
A  link, is a reference to data that the reader can directly follow either by clicking, tapping, or hovering. A hyperlink points to a whole document or to a specific element within a document. Hypertext is text with hyperlinks. The text that is linked is called anchor text. A software system that is used for viewing and creating hypertext is a hypertext system, and to create a hyperlink is to hyperlink (or simply to link). A user following hyperlinks is said to navigate or browse the hypertext.

HTML Link Colors

By default, a link will appear like this (in all browsers):

· An unvisited link is underlined and blue

· A visited link is underlined and purple

· An active link is underlined and red
Assigning  the css attributes

CSS has several options for defining the styles of text.

These options can entirely replace the <font> tag, but there's even more. CSS allows you to define these styles much more powerfully than you could ever do with plain HTML.

Assigning All Font/color  Attributes At Once
B {font:arial, helvetica 12px bold}

B {font:arial, helvetica 12px bold; color:red, background color:green}

TOPIC FOUR  (4) WEB AUTHORING AND DESIGN TOOLS.

Web design Tools
Web design tools refer to software programs and reference materials used to create a pleasing and effective Internet screen for a website.

Web development refers to building, creating, and maintaining websites. It includes aspects such as web design, web publishing, web programming, and database management.

Technically, a web designer only designs website interfaces using HTML and CSS. A web developer may be involved in designing a website, but may also write web scripts in languages such as PHP and ASP. 
Features of Web Design Tools.

Feature #1: Views

Most web authoring software provides multiple views of the web page you're working on. 

Standard, normal, or design view - This is typically the default view, which is a blank screen on which you type, paste, or insert content. This is very similar to a word processor screen. 

Code view - Allows you to view and work directly with the HTML code. 

Split - Both of the above views are displayed simultaneously in separate windows. 

Examples from common applications

In Macromedia Dreamweaver, you can switch between views using the View menu. 

In Microsoft FrontPage, you can switch between views using tabs that appear in the lower left corner of the application window. 

In Netscape Composer, you can switch between views using either of the above methods. 

Feature #2: Creating Headings and SubHeadings 

In Normal or Design View, Web authoring software is very similar to word processing software. One or more toolbars appear across the top of the application window. A text formatting toolbar typically includes buttons for bolding and italicizing text, and probably additionally includes some means of identifying a heading or subheading. 

Feature #3: Inserting Links 

In many web authoring software products, you add a link to a document by selecting Insert from the menu, then Link or Hyperlink. A dialog box will appear, prompting you for the link text that you want to display, the destination of the link, and possibly other information. Most web authoring software tools additionally provide a button or icon that allows you to quickly insert a link.

Feature #4: Inserting Images 

In many web authoring software products, you add an image to a document by selecting Insert from the menu, then Image or Picture. A dialog box will appear, prompting you for the location of the image. After you have inserted the image into your webpage, you can edit its attributes in a Properties dialog box or panel. For example, you can change the image's height and width, put a border around it, make it into a link, and add alternate text for users who can't see the image. Image Properties are typically accessed by right clicking on the image and selecting Properties from the popup menu (if you are a Mac user, you can achieve the same result by pressing CTRL and clicking on the image to see the popup menu).

Web Authorizing, design formats and Protocols
TCP/IP

TCP (Transmission Control Protocol) and IP (Internet Protocol) are two different procedures that are often linked together. The linking of several protocols is common since the functions of different protocols can be complementary so that together they carry out some complete task. The combination of several protocols to carry out a particular task is often called a "stack" because it has layers of operations. In fact, the term "TCP/IP" is normally used to refer to a whole suite of protocols, each with different functions. This suite of protocols is what carries out the basic operations of the Web. TCP/IP is also used on many local area networks. The details of how the Web works are beyond the scope of this article but I will briefly describe some of the basics of this very important group of protocols. More details can be found in the references in the last section. 

Internet Protocol (IP) is the method used to route information to the proper address. Every computer on the Internet has to have its own unique address known as the IP address. Every packet sent will contain an IP address showing where it is supposed to go. A packet may go through a number of computer routers before arriving at its final destination and IP controls the process of getting everything to the designated computer. Note that IP does not make physical connections between computers but relies on TCP for this function. IP is also used in conjunction with other protocols that create connections.

UDP and ICMP

Another member of the TCP/IP suite is User Datagram Protocol (UDP). (A datagram is almost the same as a packet except that sometimes a packet will contain more than one datagram.) This protocol is used together with IP when small amounts of information are involved. It is simpler than TCP and lacks the flow-control and error-recovery functions of TCP. Thus, it uses fewer system resources.

A different type of protocol is Internet Control Message Protocol (ICMP) . It defines a small number of messages used for diagnostic and management purposes. It is also used by Ping and Traceroute.
Mail Protocols POP3 and SMTP

Email requires its own set of protocols and there are a variety, both for sending and for receiving mail. The most common protocol for sending mail is Simple Mail Transfer Protocol (SMTP). When configuring email clients, an Internet address for an SMTP server must be entered. The most common protocol used by PCs for receiving mail is Post Office Protocol(POP). It is now in version 3 so it is called POP3. Email clients require an address for a POP3 server before they can read mail. The SMTP and POP3 servers may or may not be the same address. Both SMTP and POP3 use TCP for managing the transmission and delivery of mail across the Internet.

A more powerful protocol for reading mail is Interactive Mail Access Protocol (IMAP). This protocol allows for the reading of individual mailboxes at a single account and is more common in business environments. IMAP also uses TCP to manage the actual transmission of mail. 

Hypertext Transfer Protocol

Web pages are constructed according to a standard method called Hypertext Markup Language (HTML). An HTML page is transmitted over the Web in a standard way and format known as Hypertext Transfer Protocol (HTTP). This protocol uses TCP/IP to manage the Web transmission.

A related protocol is "Hypertext Transfer Protocol over Secure Socket Layer" (HTTPS), first introduced by Netscape. It provides for the transmission in encrypted form to provide security for sensitive data. A Web page using this protocol will have https: at the front of its URL. 

By default, web traffic uses TCP port 80. A TCP stream is broken into IP packets, and it ensures that those packets always arrive in the correct order without fail. HTTP is an application layer protocol over TCP, which is over IP.

HTTPS is a secure version of HTTP, inserting an additional layer between HTTP and TCP called TLS or SSL (Transport Layer Security or Secure Sockets Layer, respectively). HTTPS communicates over port 443 by default.

Transport Layer Security (TLS) is a protocol that provides privacy and data integrity between two communicating applications. It's the most widely deployed security protocol used today, and is used for Web browsers and other applications that require data to be securely exchanged over a network, such as file transfers, VPN connections, instant messaging and voice over IP.

SSL (Secure Sockets Layer) is the standard security technology for establishing an encrypted link between a web server and a browser. This link ensures that all data passed between the web server and browsers remain private and integral. SSL is an industry standard and is used by millions of websites in the protection of their online transactions with their customers. 

To be able to create an SSL connection a web server requires an SSL Certificate. When you choose to activate SSL on your web server you will be prompted to complete a number of questions about the identity of your website and your company. Your web server then creates two cryptographic keys - a Private Key and a Public Key. 

The Public Key does not need to be secret and is placed into a Certificate Signing Request (CSR) - a data file also containing your details. You should then submit the CSR. During the SSL Certificate application process, the Certification Authority will validate your details and issue an SSL Certificate containing your details and allowing you to use SSL. Your web server will match your issued SSL Certificate to your Private Key. Your web server will then be able to establish an encrypted link between the website and your customer's web browser. 
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File Transfer Protocol

File Transfer Protocol (FTP) lives up to its name and provides a method for copying files over a network from one computer to another. More generally, it provides for some simple file management on the contents of a remote computer. It is an old protocol and is used less than it was before the World Wide Web came along. Today, Its primary use is uploading files to a Web site. It can also be used for downloading from the Web but, more often than not, downloading is done via HTTP. Sites that have a lot of downloading (software sites, for example) will often have an FTP server to handle the traffic. If FTP is involved, the URL will have ftp: at the front. 

Characteristics of a good web Design
1) "Clean" Designs: Web designers make pages that are crisp, clean, and professional looking. Likewise, the layout and navigation is simple, yet effective. "Clean" also includes attention to detail... precise pixel measurements for images and site sections are very important when it comes to styling with CSS.

2) Easily Updated Websites: Web designers develop pages that are easy to update so that they don't have to go back and tweak it for an end-user.

3) Knowledge of Modern Techniques: Web designers today will generate a sleek looking website that adhere to the most current w3 Consortium standards, utilizing HTML and CSS that is compatible with more than one browser. 

4) Creativity: Web designers will be creative. They constantly continue their education and are well versed in modern web technology and will utilize interactive elements such as "Flash" into their work.

5) SEO: A web designer will code a webpage for Search Engine Optimization to maximize the websites search engine indexing statistics.
6) Simple and Professional Design - A good website should have an automatically attracts user's eyes. Be sure the colors used should contrast well and your text doesn't require a magnifying glass to read. With every design element added, take a step back and make sure it serves a purpose and does not detract from the usability of the site. Breaking up text into subheads and bullet points will improve the layout of the page and make the text more scannable.
7) Point of Contact or Feedback form 

It is considered a good practice for a website to have a Contact Us Form so that user can drop his considerations and queries.

It is also considered a good practice for a website to have a Feedback Form too so that user can his valuable observations/feedback about the website.
8) Tracking
· A nice tool like Google Analytics will keep track of the number of people who come to your website, what pages they viewed, where they came from, what keywords they used in search engines, how many left after the first page and more. 

· Unlike other media, websites can be easily tracked to see what is working and what isn't. This data will help you to improve the quality and structure of your site.
Description Of Web Authoring Tools
Authoring tools" covers any software is used to write the web, from enterprise content management systems (CMSs) through to microblogging mobile apps, whether web-based, non-web-based or a combination. Examples include
  web page authoring tools (e.g., WYSIWYG HTML editors) 

  software for directly editing source code or markup 

  software for converting to web content technologies (e.g., "Save as HTML" features in office suites) 

  integrated development environments (e.g., for web application development) 

  software that generates web content on the basis of templates, scripts, command-line input or "wizard"-type processes

Any software, or collection of software components, that authors can use to create or modify web content for use by other people, is an Authoring Tool. Authoring tools, at their best, should allow all of us to publish to a universal space of web content, read by people from all over the world, in many different languages, on many different computers, using many different input and output devices.

Web development includes many types of web content creation. Some examples include hand coding web pages in a text editor, building a website in a program like Dreamweaver, and updating a blog via a blogging website. In recent years, content management systems like WordPress, Drupal, and Joomla have also become popular means of web development. These tools make it easy for anyone to create and edit their own website using a web-based interface.

While there are several methods of creating websites, there is often a trade-off between simplicity and customization. Therefore, most large businesses do not use content management systems, but instead have a dedicated Web development team that designs and maintains the company's website(s). Small organizations and individuals are more likely to choose a solution like WordPress that provides a basic website template and simplified editing tools.

Design A website.

H  TTP Basics

HTTP allows for communication between a variety of hosts and clients, and supports a mixture of network configurations.

To make this possible, it assumes very little about a particular system, and does not keep state between different message exchanges.

This makes HTTP a stateless protocol. The communication usually takes place over TCP/IP, but any reliable transport can be used. The default port for TCP/IP is 80, but other ports can also be used. 
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URLs

At the heart of web communications is the request message, which are sent via Uniform Resource Locators (URLs). I'm sure you are already familiar with URLs, but for completeness sake, I'll include it here. URLs have a simple structure that consists of the following components:
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The protocol is typically http, but it can also be https for secure communications. The default port is 80, but one can be set explicitly, as illustrated in the above image. The resource path is the local path to the resource on the server.

Verbs
There are also web debugging proxies, like Fiddler on Windows and Charles Proxy for OSX.

URLs reveal the identity of the particular host with which we want to communicate, but the action that should be performed on the host is specified via HTTP verbs. Of course, there are several actions that a client would like the host to perform. HTTP has formalized on a few that capture the essentials that are universally applicable for all kinds of applications.
These request verbs are:

· GET: fetch an existing resource. The URL contains all the necessary information the server needs to locate and return the resource.

· POST: create a new resource. POST requests usually carry a payload that specifies the data for the new resource.

· PUT: update an existing resource. The payload may contain the updated data for the resource.

· DELETE: delete an existing resource.

The above four verbs are the most popular, and most tools and frameworks explicitly expose these request verbs. PUT and DELETE are sometimes considered specialized versions of the POST verb, and they may be packaged as POST requests with the payload containing the exact action: create, update or delete.

There are some lesser used verbs that HTTP also supports:

· HEAD: this is similar to GET, but without the message body. It's used to retrieve the server headers for a particular resource, generally to check if the resource has changed, via timestamps.

· TRACE: used to retrieve the hops that a request takes to round trip from the server. Each intermediate proxy or gateway would inject its IP or DNS name into the Via header field. This can be used for diagnostic purposes.

· OPTIONS: used to retrieve the server capabilities. On the client-side, it can be used to modify the request based on what the server can support.
Status Codes

With URLs and verbs, the client can initiate requests to the server. In return, the server responds with status codes and message payloads. The status code is important and tells the client how to interpret the server response. The HTTP defines certain number ranges for specific types of responses:
1xx: Informational Messages

All HTTP/1.1 clients are required to accept the Transfer-Encoding header.

This class of codes was introduced in HTTP/1.1 and is purely provisional. The server can send a Expect: 100-continue message, telling the client to continue sending the remainder of the request, or ignore if it has already sent it. HTTP/1.0 clients are supposed to ignore this header.
2xx: Successful

This tells the client that the request was successfully processed. The most common code is 200 OK. For a GET request, the server sends the resource in the message body. There are other less frequently used codes:

· 202 Accepted: the request was accepted but may not include the resource in the response. This is useful for async processing on the serv er side. The server may choose to send information for monitoring.

· 204 No Content: there is no message body in the response.

· 205 Reset Content: indicates to the client to reset its document view.

· 206 Partial Content: indicates that the response only contains partial content. Additional headers indicate the exact range and content expiration information. 
3xx: Redirection

404 indicates that the resource is invalid and does not exist on the server.

This requires the client to take additional action. The most common use-case is to jump to a different URL in order to fetch the resource.

· 301 Moved Permanently: the resource is now located at a new URL. 

· 303 See Other: the resource is temporarily located at a new URL. The Location response header contains the temporary URL.

· 304 Not Modified: the server has determined that the resource has not changed and the client should use its cached copy. This relies on the fact that the client is sending ETag (Enttity Tag) information that is a hash of the content. The server compares this with its own computed ETag to check for modifications.
4xx: Client Error

These codes are used when the server thinks that the client is at fault, either by requesting an invalid resource or making a bad request. The most popular code in this class is 404 Not Found, which I think everyone will identify with. 404 indicates that the resource is invalid and does not exist on the server. The other codes in this class include:

· 400 Bad Request: the request was malformed.

· 401 Unauthorized: request requires authentication. The client can repeat the request with the Authorization header. If the client already included the Authorization header, then the credentials were wrong.

· 403 Forbidden: server has denied access to the resource.

· 405 Method Not Allowed: invalid HTTP verb used in the request line, or the server does not support that verb.

· 409 Conflict: the server could not complete the request because the client is trying to modify a resource that is newer than the client's timestamp. Conflicts arise mostly for PUT requests during collaborative edits on a resource.
5xx: Server Error

This class of codes are used to indicate a server failure while processing the request. The most commonly used error code is 500 Internal Server Error. The others in this class are:

· 501 Not Implemented: the server does not yet support the requested functionality.

· 503 Service Unavailable: this could happen if an internal system on the server has failed or the server is overloaded. Typically, the server won't even respond and the request will timeout.

Request and Response Message Formats

So far, we've seen that URLs, verbs and status codes make up the fundamental pieces of an HTTP request/response pair.
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TOPIC FIVE  (5) JAVA SCRIPT AND ACTIVE JAVA PAGES.
Describe Java Script and ASP.

JavaScript is most commonly used as a client side scripting language. This means that JavaScript code is written into an HTML page. When a user requests an HTML page with JavaScript in it, the script is sent to the browser and it's up to the browser to do something with it.

The fact that the script is in the HTML page means that your scripts can be seen and copied by whoever views your page. Nonetheless, to my mind this openness is a great advantage, because the flip side is that you can view, study and use any JavaScript you encounter on the WWW.

JavaScript can be used in other contexts than a Web browser. Netscape created server-side JavaScript as a CGI-language that can do roughly the same as Perl or ASP. There is no reason why JavaScript couldn’t be used to write real, complex programs. However, this site exclusively deals with the use of JavaScript in web browsers.

Active Server Pages (ASP), later known as Classic ASP or ASP Classic, is Microsoft's first server-side script engine for dynamically generated web pages.
Java script basics

Java script is used to develop dynamic web pages interactive web pages, when one uses HTML the pages are said to be static, java script is embedded into a html document using the SCRIPT tag where by it allows one to allow to add real programming to web pages  by validation of the data which is submitted to  the form.


 Script tag


<script language = “java script”>


<!...


document. write(“welcome to java script programming”);


//…>


</script>

Where to place it 

The browser will use the <script> type="text/javascript"> and </script> to tell where javascript starts and ends.

Example 1

<html>
<head><title>My Javascript Page</title>
</head><body>
<script type="text/javascript">
alert("Welcome to JAVA PROGRAMMING!!!");
</script>
</body>
</html>

Example 2

<html>
<head>
<title>My Javascript Page</title>

<script>
document.write("Welcome to my world!!!<br>");

</script>
Enjoy your stay...<br>
</head>
<body>
Hello!!!<br>
</body>
</html>

The document.write is a javascript command telling the browser that what follows within the parentheses is to be written into the document

USES javascript:

· Browser Detection
Detecting the browser used by a visitor at your page. Depending on the browser, another page specifically designed for that browser can then be loaded. 

· Cookies 
Storing information on the visitor's computer, then retrieving this information automatically next time the user visits your page. This technique is called "cookies". 

· Control Browsers 
Opening pages in customized windows, where you specify if the browser's buttons, menu line, status line or whatever should be present. 

· Validate Forms 
Validating inputs to fields before submitting a form.
An example would be validating the entered email address to see if it has an @ in it, since if not, it's not a valid address. 

DATA INPUT PROCEDURES.
Identifier- is a variable used to store data   and symbolically use the data, each variable will allow the data to be referred easily. In JavaScript, identifiers are used to name variables (and keywords, and functions, and labels). The rules for legal names are much the same in most programming languages. In JavaScript, the first character must be a letter, an underscore (_), or a dollar sign ($).
Guidelines in creating the identifiers

· The  first character of  an identifier  must be  a letter, an underscore(_) or dollar ($)sign may be used

· An identifier must not begin with a number.

· An identifier must  not be the reserved  java script words(as they are used directly by the language)

· Java script is  case sensitive  language .eg  casetest is not same as CaseTest

Declaring and Initializing the identifiers
var num   // declare variable, has null value( var used to represent string information)
num = 20   // assign a value, null value is replaced
//OR
var num=20   // declare AND assign value (initialize)
var a,b,c,d //multiple variables may be declared simultaneously
var a = 5, b = 6, c = 7,d=8 //multiple variables may be initialized simultaneously

Variable Scope
There are two types of Variable scope:- 
1. Globle scope Variable, 
2 .  Local scope Variable. 

1.Globle scope Variable:- A variable declared or initialized outside a function body has a global scope, making it accessible to all other statements within the same document. Are variables declared for the entire program. Global variables can be utilized anywhere within the program block, whether inside of or external to the procedure


2. Local scope Variable:- A variable declared or initialized within a function body has a local scope, making it accessible only to statements within the same function body. Are variables declared inside a given procedure and can be accessed or used only in a procedure in which they are declared. These types of variables are only meaningful inside the procedure. No statements outside the procedure may reference local variables.

DATA TYPES

In computer programming, a data type or simply type is a classification of data which tells the compiler or interpreter how the programmer intends to use the data. Most programming languages support various types of data, for example: real, integer or Boolean. A Data type provides a set of values from which an expression (i.e. variable, function ...) may take its values. The type defines the operations that can be done on the data, the meaning of the data, and the way values of that type can be stored. In java script  data can be  represented into the following  major types are Number, String, Boolean
a) Primitive data types are the simplest building blocks of a program. There are following types :-

1 Number 

Used to perform the  arithmetic  operations such as  addition, subtraction, multiplication and division, any  whole number or floating –point  literal that does not appear between quotation marks(” ”) is considered as number

Example: 67.,29,40

2.String

String represents any sequence  of zero or more characters that are to be strictly  text that os no mathematical operations  can be performed on them.

Examples: ”hallo”,”200”,”kabarak”

3.Boolean

Is used with the logical operations  and can have one of two values  true or false.

4. null:-The null value represents no value that means strings are empty . 

5. undefined:- A variables to be declared but given no any initial value then it runtime error display  
miscellaneous operators 

delete  
 
used to delete an object and free   up the memory

new      
used to create an instance of a user defined object

this 

used to refer to the current object

typeof  
return the type of an unevaluated operand

void    

 evaluates without returning an object 

+        

  string concatenation operator

Functions 

Is a collection of one or more script that can be made to run at any point during the life of a program.

The functions allow one to write very compact, easy to understand and reusable code by calling the functions whenever the action is required to perform a certain task

Defining the function

Function<identifier>(<parameter list>)  // Identifier is the name of the function

{

<statements>

}

example

<html>
<head>
<script language="javascript">
function showAlert()
{
var a=200.40;
var b=10.50;
var sum=0;
sum=a+b;
document.write(" sum= "+sum);
document.write("\t\tHello\nworld!\n");
document.write('\nWelcome to JavaScript');
}
</script>
</head>
<body>

showAlert();
</body>
</html>

Calling a function

A function waits  until it is called unto the stage, you call a function by specifying its name followed by a parenthetical list of arguments if any

Example 

 clearPage();

…….

,…….// arguments

<html>

  <head>

  <script language="javascript">

   function showmessage(){

  alert("How are you");

   }

   </script>

  </head>

  <body>

  <form>

  <input type="button" value="Click Here!" 

  onclick="showmessage()" >

  </form>

  </body>

</html>

DATA OUTPUT PROCEDURES

Event handling 

events are actions that occur on the web page usually as a result of something the user does, for example a button click is an event as is giving focus to a form element. Event Handling is the mechanism that controls the event and decides what should happen if an event occurs. This mechanism have the code which is known as event handler that is executed when an event occurs. Java Uses the Delegation Event Model to handle the events.
Java script events are divided into two groups:

The events that occurs automatically  with out the input from the user such on error, onunload 

 User driven  they occur with the input from the user such as onlick, onkeydown

Event handler specifies which java script code  to execute,often event handlers are placed within the html tag which creates the object on which the event acts 

Example 

<a href =” ” on mouseover=”popupFun(); >

// the event handler will be triggered when the mouse passes on the link therefore you place the event handler for a hyperlink ‘s mouse over inside the A tag
Common events
	Event
	Description 

	Abort
	Occurs when the user cancels loading of an image 

	Blur
	Occurs when input focus is removed from a form element (when the user clicks outside a field) or focus is removed from a window 

	Click
	Occurs when the user clicks on a link or form element 

	change 
	Occurs when the value of a form field is changed by the user 

	Error
	Occurs when an error happens during loading of a document or image 

	Focus
	Occurs when input focus is given to a form element or a window 

	Load
	Occurs when a page is loaded into Navigator

	mouseout 
	Occurs when the user moves the pointer off of a link or clickable area of an image map 

	mouseover 
	Occurs when the user moves the pointer over a hypertext link 

	Reset
	Occurs when the user clears a form using the Reset button 

	select 
	Occurs when the user selects a form element's field 

	submit 
	Occurs when a form is submitted (i.e., when the user clicks on a submit button) 

	unload 
	Occurs when the user leaves a page


In order to take advantage of events in JavaScript, it is necessary to use event handlers. Event handlers are scripts, in the form of attributes of specific HTML tags, which you as the programmer can write. 

The event handlers you write are executed when the specified events occur. The basic format of an event handler is: 

<HTML_TAG OTHER_ATTRIBUTES eventHandler="JavaScript Program"> 

	Object
	Event Handlers Available 

	Selection list
	onBlur, onChange, onFocus 

	Text element
	onBlur, onChange, onFocus, onSelect 

	Textarea element
	onBlur, onChange, onFocus, onSelect 

	Button element
	onClick 

	Checkbox
	onClick 

	Radio button
	onClick 

	Hypertext link
	onClick, onMouseOver, onMouseOut 

	Clickable Imagemap area
	onMouseOver, onMouseOut 

	Reset button
	onClick 

	Submit button
	onClick 

	Document
	onLoad, onUnload, onError 

	Window
	onLoad, onUnload, onBlur, onFocus 

	Framesets
	onBlur, onFocus 

	Form
	onSubmit, onReset 

	Image
	onLoad, onError, onAbort


FORM VALIDATION
JavaScript can be used to validate data in HTML forms before sending off the content to a server.

Form data that typically are checked by a JavaScript could be:

· has the user left required fields empty

· has the user entered a valid e-mail address

· has the user entered a valid date

· has the user entered text in a numeric field

Required Fields

The function below checks if a required field has been left empty. If the required field is blank, an alert box alerts a message and the function returns false. If a value is entered, the function returns true (means that data is OK):

Example 

<Script Type='Text/Javascript'>
Function Formvalidator(){

// Make Quick References To Our Fields


Var Firstname = Document.Getelementbyid('Firstname');

// Check Each Input In The Order That It Appears In The Form!


If(Isalphabet(Firstname, "Please Enter Only Letters For Your Name")){
Function Notempty(Elem, Helpermsg){

If(Elem.Value.Length == 0){


Alert(“pliz enter some input”);


Elem.Focus(); // Set The Focus To This Input


Return False;

}

Return True;
}
Function Isalphabet(Elem, Helpermsg){

Var Alphaexp = /^[A-Za-Z]+$/;

If(Elem.Value.Match(Alphaexp)){


Return True;

}Else{


Alert(Helpermsg);


Elem.Focus();


Return False;

}
}
<HTML><BODY>

<Form Onsubmit='Return Formvalidator()' >
First Name: <Input Type='Text' Id='Firstname' /><Br />

<Input Type='Submit' Value='Check Form' />
</Form></HTML>

Alert Dialog Box

An alert dialog box is mostly used to give a warning message to the users. For example, if one input field requires to enter some text but the user does not provide any input, then as a part of validation, you can use an alert box to give a warning message.

Nonetheless, an alert box can still be used for friendlier messages. Alert box gives only one button "OK" to select and proceed.

Example

<html>
   <head>
      <script type="text/javascript">
         <!--
            function Warn() {
               alert ("This is a warning message!");
               document.write ("This is a warning message!");
            }
         //-->
      </script>
   </head>
   <body>
      <p>Click the following button to see the result: </p>
      <form>
         <input type="button" value="Click Me" onclick="Warn();" />
      </form>
   </body>
</html>
Confirmation Dialog Box

A confirmation dialog box is mostly used to take user's consent on any option. It displays a dialog box with two buttons: Cancel.

If the user clicks on the OK button, the window method confirm() will return true. If the user clicks on the Cancel button, then confirm() returns false. You can use a confirmation dialog box as follows.

Example

<html>
   <head>
      <script type="text/javascript">
         <!--
            function getConfirmation(){
               var retVal = confirm("Do you want to continue ?");
               if( retVal == true ){
                  document.write ("User wants to continue!");
                  return true;
               }
               else{
                  document.write ("User does not want to continue!");
                  return false;
               }
            }
         //-->
      </script>
   </head>
   <body>
      <p>Click the following button to see the result: </p>
      <form>
         <input type="button" value="Click Me" onclick="getConfirmation();" />
      </form>
   </body>
</html>
Prompt Dialog Box

The prompt dialog box is very useful when you want to pop-up a text box to get user input. Thus, it enables you to interact with the user. The user needs to fill in the field and then click OK.

This dialog box is displayed using a method called prompt() which takes two parameters: (i) a label which you want to display in the text box and (ii) a default string to display in the text box.

This dialog box has two buttons: OK and Cancel. If the user clicks the OK button, the window method prompt() will return the entered value from the text box. If the user clicks the Cancel button, the window method prompt() returns null.

Example

The following example shows how to use a prompt dialog box −

<html>
   <head>
      <script type="text/javascript">
         <!--
            function getValue(){
               var retVal = prompt("Enter your name : ", "your name here");
               document.write("You have entered : " + retVal);
            }
         //-->
      </script>
   </head>
   <body>
      <p>Click the following button to see the result: </p>
      <form>
         <input type="button" value="Click Me" onclick="getValue();" />
      </form>
   </body>
</html>
TOPIC SIX  (6) WEB SECURITY.
Web security
Web application security is a branch of Information Security that deals specifically with security of websites, web applications and web services. At a high level, Web application security draws on the principles of application security but applies them specifically to Internet and Web systems.

Security is critical to web services. However, neither XML-RPC nor SOAP specifications make any explicit security or authentication requirements.

There are three specific security issues with web services:

· Confidentiality

· Authentication

· Network Security

Confidentiality

If a client sends an XML request to a server, can we ensure that the communication remains confidential?

Answer lies here:

· XML-RPC and SOAP run primarily on top of HTTP.

· HTTP has support for Secure Socketes Layer (SSL).

· Communication can be encrypted via SSL.

· SSL is a proven technology and widely deployed.

A single web service may consist of a chain of applications. For example, one large service might tie together the services of three other applications. In this case, SSL is not adequate; the messages need to be encrypted at each node along the service path, and each node represents a potential weak link in the chain. Currently, there is no agreed-upon solution to this issue, but one promising solution is the W3C XML Encryption Standard. This standard provides a framework for encrypting and decrypting entire XML documents or just portions of an XML document. You can check it at http://www.w3.org/Encryption
Authentication

If a client connects to a web service, how do we identify the user? Is the user authorized to use the service?

The following options can be considered but there is no clear consensus on a strong authentication scheme.

· HTTP includes built-in support for Basic and Digest authentication, and services can therefore be protected in much the same manner as HTML documents are currently protected.

· SOAP Digital Signature (SOAP-DSIG) leverages public key cryptography to digitally sign SOAP messages. It enables the client or server to validate the identity of the other party. Check it at http://www.w3.org/TR/SOAP-dsig.

· The Organization for the Advancement of Structured Information Standards (OASIS) is working on the Security Assertion Markup Language (SAML).

Network Security

There is currently no easy answer to this problem, and it has been the subject of much debate. For now, if you are truly intent on filtering out SOAP or XML-RPC messages, one possibility is to filter out all HTTP POST requests that set their content type to text/xml.

Another alternative is to filter the SOAPAction HTTP header attribute. Firewall vendors are also currently developing tools explicitly designed to filter web service traffic.

Encryption 

Encryption is a security method in which information is encoded in such a way that only authorized user can read it. It uses encryption algorithm to generate ciphertext that can only be read if decrypted.

Types of Encryption

There are two types of encryptions schemes as listed below:

· Symmetric Key encryption

· Public Key encryption

Symmetric Key encryption

Symmetric key encryption algorithm uses same cryptographic keys for both encryption and decryption of cipher text.

[image: image24.jpg]Encryption Decryption
Symmtric Symmetric
Key Key

Original Data Original Data




Public Key encryption

Public key encryption algorithm uses pair of keys, one of which is a secret key and one of which is public. These two keys are mathematically linked with each other.
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Hashing

In terms of security, hashing is a technique used to encrypt data and generate unpredictable hash values. It is the hash function that generates the hash code, which helps to protect the security of transmission from unauthorized users.

Hash function algorithms

Hashing algorithm provides a way to verify that the message received is the same as the message sent. It can take a plain text message as input and then computes a value based on that message.

Key Points
· The length of computed value is much shorter than the original message.

· It is possible that different plain text messages could generate the same value.

Here we will discuss a sample hashing algorithm in which we will multiply the number of a’s, e’s and h’s in the message and will then add the number of o’s to this value.

For example, the message is “ the combination to the safe is two, seven, thirty-five”. The hash of this message, using our simple hashing algorithm is as follows:

2 x 6 x 3 ) + 4 = 40

The hash of this message is sent to John with cipher text. After he decrypts the message, he computes its hash value using the agreed upon hashing algorithm. If the hash value sent by Bob doesn’t match the hash value of decrypted message, John will know that the message has been altered.

For example, John received a hash value of 17 and decrypted a message Bob has sent as “You are being followed, use backroads, hurry”

He could conclude the message had been altered, this is because the hash value of the message he received is:

(3x4x1)+4 = 16

This is different from then value 17 that Bob sent.
Web security Issues
WEB THREAT
A web threat is any threat that uses the World Wide Web to facilitate cybercrime. Web threats use multiple types of malware and fraud, all of which utilize HTTP or HTTPS protocols, but may also employ other protocols and components, such as links in email or IM, or malware attachments or on servers that access the Web.
They include

Malicious software
A computer user can be tricked or forced into downloading software onto a computer that is of malicious intent. Such software comes in many forms, such as viruses, Trojan horses, spyware, and worms.

· Malware, short for malicious software, is any software used to disrupt computer operation, gather sensitive information, or gain access to private computer systems. Malware is defined by its malicious intent, acting against the requirements of the computer user, and does not include software that causes unintentional harm due to some deficiency. The term badware is sometimes used, and applied to both true (malicious) malware and unintentionally harmful software.

· A botnet is a network of zombie computers that have been taken over by a robot or bot that performs large-scale malicious acts for the creator of the botnet.

· Computer Viruses are programs that can replicate their structures or effects by infecting other files or structures on a computer. The common use of a virus is to take over a computer to steal data.

· Computer worms are programs that can replicate themselves throughout a computer network, performing malicious tasks throughout.

· Ransomware is a type of malware which restricts access to the computer system that it infects, and demands a ransom paid to the creator(s) of the malware in order for the restriction to be removed.

· Scareware is scam software with malicious payloads, usually of limited or no benefit, that are sold to consumers via certain unethical marketing practices. The selling approach uses social engineering to cause shock, anxiety, or the perception of a threat, generally directed at an unsuspecting user.

· Spyware refers to programs that surreptitiously monitor activity on a computer system and report that information to others without the user's consent.

· A Trojan horse, commonly known as a Trojan, is a general term for malicious software that pretends to be harmless, so that a user willingly allows it to be downloaded onto the computer.
Denial-of-service attacks
A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is an attempt to make a computer resource unavailable to its intended users. Although the means to carry out, motives for, and targets of a DoS attack may vary, it generally consists of the concerted efforts to prevent an Internet site or service from functioning efficiently or at all, temporarily or indefinitely. According to businesses who participated in an international business security survey, 25% of respondents experienced a DoS attack in 2007 and 16.8% experienced one in 2010. 
Phishing
Phishing occurs when the attacker pretends to be a trustworthy entity, either via email or web page. Victims are directed to fake web pages, which are dressed to look legitimate, via spoof emails, instant messenger/social media or other avenues. Often tactics such as email spoofing are used to make emails appear to be from legitimate senders, or long complex subdomains hide the real website host. 
Man-in-the-middle is a type of eavesdropping attack that occurs when a malicious actor inserts himself as a relay/proxy into a communication session between people or systems. One example of man-in-the-middle attacks is active eavesdropping, in which the attacker makes independent connections with the victims and relays messages between them to make them believe they are talking directly to each other over a private connection, when in fact the entire conversation is controlled by the attacker. The attacker must be able to intercept all relevant messages passing between the two victims and inject new ones. This is straightforward in many circumstances; for example, an attacker within reception range of wireless access point can insert himself as a man-in-the-middle

A spoofing attack is a situation in which one person or program successfully masquerades as another by falsifying data, thereby gaining an illegitimate advantage.  Email spoofing is the forgery of an email header so that the message appears to have originated from someone or somewhere other than the actual source. Email spoofing is a tactic used in phishing and spam campaigns because people are more likely to open an email when they think it has been sent by a legitimate source.  The goal of email spoofing is to get recipients to open, and possibly even respond to, a solicitation.
Pharming  a cyber attack intended to redirect a website's traffic to another, fake site. It can be conducted either by changing the hosts file on a victim's computer or by exploitation of a vulnerability in DNS server software. Pharming is a scamming practice in which malicious code is installed on a personal computer or server, misdirecting users to fraudulent Web sites without their knowledge or consent. Pharming has been called "phishing without a lure."

Application vulnerabilities
Applications used to access Internet resources may contain security vulnerabilities such as memory safety bugs or flawed authentication checks. The most severe of these bugs can give network attackers full control over the computer. Most security applications and suites are incapable of adequate defense against these kinds of attacks. 
Network layer security
TCP/IP protocols may be secured with cryptographic methods and security protocols. These protocols include Secure Sockets Layer (SSL), succeeded by Transport Layer Security (TLS) for web traffic, Pretty Good Privacy (PGP) for email, and IPsec for the network layer security.

Internet Protocol Security (IPsec)
IPsec is designed to protect TCP/IP communication in a secure manner. It is a set of security extensions developed by the Internet Task Force (IETF). It provides security and authentication at the IP layer by transforming data using encryption. Two main types of transformation that form the basis of IPsec: the Authentication Header (AH) and ESP. These two protocols provide data integrity, data origin authentication, and anti-replay service. These protocols can be used alone or in combination to provide the desired set of security services for the Internet Protocol (IP) layer.

The basic components of the IPsec security architecture are described in terms of the following functionalities:

· Security protocols for AH and ESP

· Security association for policy management and traffic processing

· Manual and automatic key management for the Internet key exchange (IKE)

· Algorithms for authentication and encryption

The set of security services provided at the IP layer includes access control, data origin integrity, protection against replays, and confidentiality. The algorithm allows these sets to work independently without affecting other parts of the implementation. The IPsec implementation is operated in a host or security gateway environment giving protection to IP traffic.

Security token
Some online sites offer customers the ability to use a six-digit code which randomly changes every 30–60 seconds on a security token. The keys on the security token have built in mathematical computations and manipulate numbers based on the current time built into the device. This means that every thirty seconds there is only a certain array of numbers possible which would be correct to validate access to the online account. The website that the user is logging into would be made aware of that devices' serial number and would know the computation and correct time built into the device to verify that the number given is indeed one of the handful of six-digit numbers that works in that given 30-60 second cycle. After 30–60 seconds the device will present a new random six-digit number which can log into the website.[9]
Electronic mail security
Email messages are composed, delivered, and stored in a multiple step process, which starts with the message's composition. When the user finishes composing the message and sends it, the message is transformed into a standard format: an RFC 2822 formatted message. Afterwards, the message can be transmitted. Using a network connection, the mail client, referred to as a mail user agent (MUA), connects to a mail transfer agent (MTA) operating on the mail server. The mail client then provides the sender’s identity to the server. Next, using the mail server commands, the client sends the recipient list to the mail server. The client then supplies the message. Once the mail server receives and processes the message, several events occur: recipient server identification, connection establishment, and message transmission. Using Domain Name System (DNS) services, the sender’s mail server determines the mail server(s) for the recipient(s). Then, the server opens up a connection(s) to the recipient mail server(s) and sends the message employing a process similar to that used by the originating client, delivering the message to the recipient(s).

Pretty Good Privacy (PGP)
Pretty Good Privacy provides confidentiality by encrypting messages to be transmitted or data files to be stored using an encryption algorithm such as Triple DES or CAST-128. Email messages can be protected by using cryptography in various ways, such as the following:

· Signing an email message to ensure its integrity and confirm the identity of its sender.

· Encrypting the body of an email message to ensure its confidentiality.

· Encrypting the communications between mail servers to protect the confidentiality of both message body and message header.

The first two methods, message signing and message body encryption, are often used together; however, encrypting the transmissions between mail servers is typically used only when two organizations want to protect emails regularly sent between each other. For example, the organizations could establish a virtual private network (VPN) to encrypt the communications between their mail servers over the Internet. Unlike methods that can only encrypt a message body, a VPN can encrypt entire messages, including email header information such as senders, recipients, and subjects. In some cases, organizations may need to protect header information. However, a VPN solution alone cannot provide a message signing mechanism, nor can it provide protection for email messages along the entire route from sender to recipient.

Multipurpose Internet Mail Extensions (MIME)
MIME transforms non-ASCII data at the sender's site to Network Virtual Terminal (NVT) ASCII data and delivers it to client's Simple Mail Transfer Protocol (SMTP) to be sent through the Internet. The server SMTP at the receiver's side receives the NVT ASCII data and delivers it to MIME to be transformed back to the original non-ASCII data.

Message Authentication Code
A Message authentication code (MAC) is a cryptography method that uses a secret key to encrypt a message. This method outputs a MAC value that can be decrypted by the receiver, using the same secret key used by the sender. The Message Authentication Code protects both a message's data integrity as well as its authenticity. 
Firewalls
A computer firewall controls access between networks. It generally consists of gateways and filters which vary from one firewall to another. Firewalls also screen network traffic and are able to block traffic that is dangerous. Firewalls act as the intermediate server between SMTP and Hypertext Transfer Protocol (HTTP) connections. 
Role of firewalls in web security
Firewalls impose restrictions on incoming and outgoing Network packets to and from private networks. Incoming or outgoing traffic must pass through the firewall; only authorized traffic is allowed to pass through it. Firewalls create checkpoints between an internal private network and the public Internet, also known as choke points (borrowed from the identical military term of a combat limiting geographical feature). Firewalls can create choke points based on IP source and TCP port number. They can also serve as the platform for IPsec. Using tunnel mode capability, firewall can be used to implement VPNs. Firewalls can also limit network exposure by hiding the internal network system and information from the public Internet.

Types of firewall
Packet filter
A packet filter is a first generation firewall that processes network traffic on a packet-by-packet basis. Its main job is to filter traffic from a remote IP host, so a router is needed to connect the internal network to the Internet. The router is known as a screening router, which screens packets leaving and entering the network.

Stateful packet inspection
In a stateful firewall the circuit-level gateway is a proxy server that operates at the network level of an Open Systems Interconnection (OSI) model and statically defines what traffic will be allowed. Circuit proxies will forward Network packets (formatted unit of data ) containing a given port number, if the port is permitted by the algorithm. The main advantage of a proxy server is its ability to provide Network Address Translation (NAT), which can hide the user's IP address from the Internet, effectively protecting all internal information from the Internet.

Application-level gateway
An application-level firewall is a third generation firewall where a proxy server operates at the very top of the OSI model, the IP suite application level. A network packet is forwarded only if a connection is established using a known protocol. Application-level gateways are notable for analyzing entire messages rather than individual packets of data when the data are being sent or received.

Browser choice
Web browser statistics tend to affect the amount a Web browser is exploited. For example, Internet Explorer 6, which used to own a majority of the Web browser market share, is considered extremely insecure[15] because vulnerabilities were exploited due to its former popularity. Since browser choice is more evenly distributed (Internet Explorer at 28.5%, Firefox at 18.4%, Google Chrome at 40.8%, and so on)[14] and vulnerabilities are exploited in many different browsers. 
Control Measures
Antivirus
Antivirus software and Internet security programs can protect a programmable device from attack by detecting and eliminating viruses; Antivirus software was mainly shareware in the early years of the Internet,[when?] but there are now[when?] several free security applications on the Internet to choose from for all platforms. 
Password managers
A password manager is a software application that helps a user store and organize passwords. Password managers usually store passwords encrypted, requiring the user to create a master password; a single, ideally very strong password which grants the user access to their entire password database. 
Security suites
So called security suites were first offered for sale in 2003 (McAfee) and contain a suite of firewalls, anti-virus, anti-spyware and more. They also offer theft protection, portable storage device safety check, private Internet browsing, cloud anti-spam, a file shredder or make security-related decisions (answering popup windows) and several were free of charge.
EMAIL THREATS
Common Threats 

Because e-mail is widely deployed, well understood, and used to communicate with untrusted, external organizations, it is frequently the target of attacks. Attackers can exploit e-mail to gain control over an organization, access confidential information, or disrupt IT access to resources. Common threats to e-mail systems include the following:

Malware. Increasingly, attackers are taking advantage of e-mail to deliver a variety of attacks to organizations through the use of malware, or “malicious software,” that include viruses, worms, Trojan horses, and spyware. These attacks, if successful, may give the malicious entity control over workstations and servers, which can then be exploited to change privileges, gain access to sensitive information, monitor users’ activities, and perform other malicious actions.

Spam and phishing. Unsolicited commercial e-mail, commonly referred to as spam, is the sending of unwanted bulk commercial e-mail messages. Such messages can disrupt user productivity, utilize IT resources excessively, and be used as a distribution mechanism for malware. Related to spam is phishing, which refers to the use of deceptive computer-based means to trick individuals into responding to the e-mail and disclosing sensitive information. Compromised e-mail systems are often used to deliver spam messages and conduct phishing attacks using an otherwise trusted e-mail address.

Social engineering. Rather than hack into a system, an attacker can use e-mail to gather sensitive information from an organization’s users or get users to perform actions that further an attack. A common social engineering attack is e-mail spoofing, in which one person or program successfully masquerades as another by falsifying the sender information shown in e-mails to hide the true origin.

Entities with malicious intent. Malicious entities may gain unauthorized access to resources elsewhere in the organization’s network via a successful attack on a mail server. For example, once the mail server is compromised, an attacker could retrieve users’ passwords, which may grant the attacker access to other hosts on the organization’s network.

Unintentional acts by authorized users. Not all security threats are intentional. Authorized users may inadvertently send proprietary or other sensitive information via e-mail, exposing the organization to embarrassment or legal action.

Security Safeguards

Management, operational, and technical safeguards are necessary to ensure that the confidentiality, integrity, and availability needs of the mail system, its supporting environment, and the data handled by it are addressed. 

The National Institute of Standards and Technology is a nonregulatory agency within the Department of Commerce. Its Information Technology Laboratory recommends that organizations employ the following guidelines in planning, implementing, and maintaining secure e-mail systems.

Implement Management Controls

Management security controls-such as organization-wide information security policies and procedures, risk assessments, configuration management and change control, and contingency planning-are essential to the effective operation and maintenance of a secure e-mail system and the supporting network infrastructure. Additionally, organizations should implement and deliver security awareness and training, because many attacks rely either partially or wholly on social engineering techniques to manipulate users.

Carefully Plan the System Implementation

The most critical aspect of deploying a secure e-mail system is careful planning before installation, configuration, and deployment. As is often said, security should be considered from the initial planning stage, at the beginning of the system development life cycle, to maximize security and minimize costs. 

Secure the Mail Server Application

Organizations should install the minimal mail server services required and eliminate any known vulnerabilities through patches, configurations, or upgrades. If the installation program installs unnecessary applications, services, or scripts, these should be removed immediately after the installation process is complete. 

Securing the mail server application generally includes patching and upgrading the mail server; configuring the mail server user authentication and access and resource controls; configuring, protecting, and analyzing log files; and periodically testing the security of the mail server application.

Secure the Mail Client

In many respects, the client side of e-mail represents a greater risk to security than the mail server. Providing an appropriate level of security for the mail client requires carefully considering and addressing numerous issues. 

Securely installing, configuring, and using mail client applications generally includes patching and upgrading the mail client applications; configuring the mail client security features (e.g., disable automatic opening of messages); enabling antivirus, antispam, and antiphishing features; configuring mailbox authentication and access; and securing the client’s host operating system.

Secure the Transmission

Most standard e-mail protocols send, by default, user authentication data and e-mail content in the clear; that is, unencrypted. Sending data in the clear may allow an attacker to easily compromise a user account or intercept and alter unencrypted e-mails. At a minimum, most organizations should encrypt the user authentication session even if they do not encrypt the actual e-mail data. 

A related control to protect the confidentiality and integrity of the message is to deploy a secure e-mail solution such as leveraging PKI technology to encrypt and sign the message. Digital rights management and data leakage prevention systems can be used to prevent the accidental leakage and exfiltration of sensitive information.

Secure the Supporting Operating Environment

While the mail server and mail clients are the two primary components of an e-mail system, the supporting network infrastructure is essential to its secure operations. Many times, the network infrastructure, including such components as firewalls, routers, and intrusion detection and prevention systems, will provide the first layer of defense between untrusted networks and a mail server.
Maintaining a Secure Mail System

Maintaining the security of a mail system is an ongoing process, requiring constant effort, resources, and vigilance, and usually involves the following actions:

Configure, Protect, and Analyze Log Files

Log files are often an organization’s only record of suspicious behavior. Enabling logging mechanisms allows the organization to use collected data to detect both failed and successful intrusions, initiate alert notifications when further investigation is needed, and assist in system recovery and post-event investigations. 

Organizations require both procedures and tools to process and analyze the log files and review alert notifications.

Back up Data Frequently

One of the most important functions of a mail server administrator is maintaining the integrity of the data on the mail server. This is important because mail servers are often one of the most vital and exposed servers on an organization’s network. 

The mail administrator should back up the mail server on a regular basis to reduce downtime in the event of a mail service outage and support compliance with regulations on the backup and archiving of data and information, including those found in e-mail.

Protect against Malware

Organizations require malware scanning and spam filtering capabilities at the mail client and the mail system levels. Organizations should also conduct awareness and training activities for users, including telecommuters, so that users are better prepared to recognize malicious mail messages and attachments and handle them appropriately.

Perform Periodic Security Testing

Periodic security testing of the mail system confirms that protective measures are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements of the operational mail system. Organizations should consider using a combination of techniques, including vulnerability scanning, to assess the mail system and its supporting environment.

TOPIC SEVEN  (7) EMERGING TRENDS IN INTERNET BASED PROGRAMMING.
Emerging trends in internet based programming

Motion User Interface or Motion UI

Motion UI is a Sass library which is one of the three parts of Foundation for Apps by Zurb.

It is widely used for quickly creating animations and CSS transitions. With Motion UI, it is less complicated to make an app’s transitions look smooth and rich with predefined motions.

The way prototypical animated elements integrate seamlessly into websites makes Motion UI one of the most preferred libraries by developers.
Advanced platforms mean new responsive design

A lot of new tech is coming to the market and that means things are about to change. New technologies are only just showing their first applications but development in 2016 will set the stage for the coming years.
Responsive design will no longer be restricted to ‘mobile-first’ or mobile responsiveness only. There are already a plethora of other devices, screens and integrated wearable gadgets like Apple watch, Google Glass and Oculus Rift which are some of the most talked about technologies.

These technologies continue to grow in popularity. In addition to these, Semantic UI is a new design framework from last year that continues to be in demand.
Internet of Things (IoT) 

The Internet of Things has taken app development to a new level. According to Technavio, IoT will grow by 31.72% (CAGR) between 2015 and 2019.

Gartner also predicts that at least half of the IoT development will come from startup companies which are in business for less than 3 years.

By linking smart objects to the internet, IoT enables the exchange of data that was never possible before. As more and more devices are being connected and accessible to the network, we’ll find web developers coming up with upgraded solutions to help users control and communicate with their everyday gadgets and equipment.

Browser based IDEs

Odds are that you have your own favorite development environment. Maybe you fell in love with VIM years ago or you’re an IntelliJ fanatic. That’s going to change soon as more and more people are starting to use cloud-based versions of IDEs. They’re fast and they’re accessible, and some of them have a huge community behind them. Flexibility is key here, and while you may not use these tools full time, it’s definitely good to know that they’re available if you want to do a quick test of a bootstrap code of Jade without having to download a single file.

Full-screen navigation design

Full-screen navigation design is a feature that improves the user experience on mobile devices. Let’s say a user is navigating a website on his mobile phone and he comes across a registration form. As he taps on the registration form, the form jumps to a full-screen size enabling the user to fill out the form in a more natural way.

More and more web developers and designers are developing sites for full-screen navigation designs and this trend is going to continue.

Foundation for Apps

Foundation for Apps is an upcoming single page app framework which is built around AngularJS and the flexbox grid framework.

This framework enables quick and easy responsive web app creation facilitating developers to quickly start writing code that’s unique to the application.

Introduced only in late 2014, the potential of Foundation for Apps, with its positioning capabilities and clean code, has yet to be discovered used. We will surely see a lot of companies using this advanced responsive front-end framework this year.

Real-time everything.

Real-time analytics is rapidly finding its implementation in desktop and mobile apps. Similarly, live streaming will also become increasingly important in the social media marketing world with apps like Periscope and Meerkat gaining prominence. Real-time is just about to break out.
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With all those developments, real-time services like pusher.com will also see a huge gain in popularty among developers.

Challenges of emerging trends in internet based programming
Containers will become huge

Containers have been around for quite some time. But the web development world saw a lot of actions and changes after the introduction of Docker.

Docker is a container service that enables faster development of software even in an isolated environment. Basically, a container has all the dependencies it requires to run an application on its own.

This means developers can build, test, run and deploy an app anywhere faster. The service runs regardless of the environment it is in. This year, Docker will continue to develop, add features and gain security.

Blocking of advertisements on sites

Across the world, website owners are losing money to advertisement-blocking plugins. In one year alone, UK ad blocking grew by 82% and reached 12 million active users. This affected the earnings of not only the smaller sites that depend on advertising revenues but also the big media publishers.

In 2016, websites will do their best to minimize the effect of ad blocking. A number of techniques will emerge that will neglect the effect of ad-blocking plugins. You can also expect the sites to come up with innovative and persuasive ways of showing advertisements to their users.

Security everywhere.

Mobile is becoming more and more prevalent and this can have its own downsides. Mobile is becoming a focal point of security breaches and a lot of effort will be put into making sure apps are as secure as they can be.

The computer vision power of the browser

The last couple of years have seen major developments in the things you can do inside your browser. With various frameworks (such as tracking.js) and new binary formats (like WebAssembly) emerging on the market, JavaScript has become the de-facto language of the browser.

And it has made the browser even more powerful. It remains to be seen which JavaScript frameworks and tools will go mainstream in 2016. But one thing’s for sure: JavaScript is here to stay. And it will keep its role as one of the most popular programming languages in 2016.
Coping with the challenges of emerging trends in Internet - Based Programming.

Data availability: Data availability deals with the issues associated with accessing data in public and private setup which by large is influenced by the institutional policy differences.

Data quantity: Systems research is an iterative and data intensive. Current data will give rise to new information and models and inturn will result in more new data with variations. This cycle continues, and data volume increases exponentially. Therefore management of data quantity is crucial for systems driven research.

Data quality: Data quality describes a set of data properties describing their ability to satisfy user's expectations or requirements concerning data usage for acquiring information in a given area of interest, learning and decision making. Databases should institute quality check measures to ensure that the data they provide to the research community is of high quality. It is much easier to enforce quality measures in a closed setup, but it is a major problem to be addressed in a social collaborative environment (e.g., Wikipedia, 20101). Poor quality data may contain incomplete or missing fields. The data may be represented in a non-standard/legacy formats that will create problems for data and information integration. To ensure high quality, after data is received, databases should then use their own quality measures which may also include manual curation by domain experts. There should be standardized mechanism to ensure consistency and completeness of the submission. Usage of Semantic aware forms (ontology guided forms discussed later) for data procurement, on-the-spot data entry field validations using advance Web scripts may minimize proliferation of inaccurate data.

Data access: Systems researcher often works with diverse set of data usually from different biological levels of organization (molecular, cellular, organism etc). Computational frameworks that will serve to store data and allow data access by query is needed. These computational data framework could give accesses to data by accumulating into one central repository or just through a uniform interface which gives accesses to multiple heterogeneous databases, geographically separated, hosting their own data. With presence of multiple heterogeneous data sources, querying and extracting data will be a problem. Ideal expectation will be a single query to fetch the information spanning several sources. Taking one step further linking biological entities to each other in a meaningfully related manner, enhancing interoperability can be realized by embedding Semantic awareness into the framework. This could enhance the query capacities. Past the query, researchers can retrieve data, compare and analyze until the desired endpoint is attained. This step could be facilitated if analysis and visualization tools are built into the integrated computational framework, allowing users to specify and carry out in silico experiments, record intermediate and final results and annotate experiments.

Data visualization: Visualization of raw and modeled data is an important tool for analyzing and interpreting the complex and interconnected data. Visualizing data as pathway and networks has helped researchers to record and communicate their findings. The irony is, in systems research, visualizing deluge of data user may be overwhelmed by it, rather than reaping any benefit at all. It is supported and rendered by most of the Web browsers. Community has to yet pick up this idea, and act to develop practical visualization applications.

Data representation and standards: Collaborative nature of systems research place emphasis on conforming to standards and data formats; for searching, information exchange and mutual understanding. Standards can be developed informally among group of researchers or it could be enforced by journals and funding organizations or even by used software tool. It will help to link data and tools into an integrative framework. Standards can also help to avoid misunderstanding and duplication of work. But this will only take off if the community at large can reach consensus on using handful of them. Using agreed set of standards and data formats increases processing efficiency in a large-scale integrative computational framework environment as it minimizes unnecessary, inefficient conversions between standards. Data in the databases and on the Web is a mix of structured and unstructured formats. The representation mechanism is usually simple and diverse. So accessing by machines becomes a fundamental problem.

Security: Communication of data between application systems must ensure security to avoid improper access. Trust or the lack thereof, is the most essential factor blocking the adoption of rapidly evolving Web technology paradigm such as software as service and data distribution services. This issue is usually addressed by the database management system or framework which has mechanisms to handle several security attributes like multi-tenant (clients sharing vital data with servers), data access check and levels of security clearance based on the roles (e.g., admin, general user, curator), data sharing with other organization or participant and keeping the vital data safe from prying eyes.

Version control (VC): Set of mechanisms that support evolution of developed artifacts (e.g., source, analysis and design documents, data, and models) in computer application. VC helps to trackback and in data provenance. Explicitly exposing version metadata to the clients can aid in reinforcing data quality.

Interoperability: The interoperability issues are the problems that are associated with bringing together heterogeneous and distributed information systems. Today research on interoperability solutions has moved technology from having a single monolithic expensive solution into distributed collaborative inexpensive solutions. With such a trend; often arise the problems of Semantic heterogeneity, data integrity, data representation and data migration, and correctness of the interpretation of data sets obtained from different resources. Semantic heterogeneity, for example deals with the conflict due to multiple names for the same concept used in different resources or it could be as a result of multiple interpretations for the same name. Machines are expected to be told explicitly about such disparities which seem to be very intuitive to humans. Interoperability issues can be attributed to systems heterogeneities occurring at different levels including between softwares, interoperability between analytical methodologies, among data and databases. These problems can be a serious predicament during data integration, analysis and discovering knowledge.

Computationally intensive: Modeling the living organism is a complex task this fact is a reflection of the inherent complexity of biological systems itself. Modeling workflow typically include: defining the problem scope and drawing boundaries in accordance to what questions are needed to be answered; integrating large and diverse data; using integrated data and formalize the problem as model(s) with a machine-readable language; executing the model on the computational infrastructure (including software and hardware); validate, analyze and visualize the results. Varying amount of computing infrastructure is required in every step of the modeling workflow and this requirement increases with more and more complex model (egg. incorporating finer spatial and temporal resolutions into model increases the complexity) (Burrage et al., 2006). All aspects of biological system executes in parallel however computing is sequential. Emulating the parallel processing ability of biological system is a difficult task and not feasible with conventional hardware architectures and existing softwares (Mazza, 2010). They require architecture based on scalable parallel and distributed systems (e.g., grid and Cloud computing, discussed later). Further, to exploit capacities and capabilities of parallel architecture requires advanced software designing methodologies; make difficult paradigm shifts in programming techniques; and implementation of sophisticated algorithm.

Issues with development and distribution of tools: To do meaningful analysis with all the data from various resources requires appropriate tools and methodologies. Typically tools are written with a specific set of requirements and contexts. Systems approach in biology is a rapidly developing field where the pace of data production and progress in methodology is rapid and often there is requirement for new resources. To deal with this situation often there are not many tools available. New tools and standards have to be made or modify the existing ones. Using domain standards supports interoperability and reuse. Standardization strictly focuses on the most essential and commonalities, but compromises on the variations. In systems driven research if standards are enforced stringently there is a risk that novel findings may be missed. 
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